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User-space applications cannot access hardware resource directly. Historically, several kernel hooks
have been developed to give programmers access to different layers of the kernel networking stack.
More recently, specific frameworks have been designed to provide direct access to hardware
resources, leveraging DMA and other complementary technologies, to shorten the pipeline and to
raise the packet processing speed.
Developing software in user-space is much simpler than in kernel space. In principle, different
programming languages could be used, provided that suitable bindings are available for the OS. In
practice, the choice is often limited to C and derived languages. Some user-space frameworks available
as libraries and are portable to different platforms.

A.1.1.1 Raw socket interface
The raw socket interface is available in some OSes (e.g., Linux) to send/receive packets at a lowest
level than the traditional socket interface. Usually, programmers just need a high-level API to
send/receive data without caring about network protocol layers and headers; however, the raw socket
interface allows accessing the whole packet structure, including network layers. Indeed, there are two
kinds of raw sockets, in the AF_PACKET and AF_INET communication domain. The lowest-level
interface is the raw socket in the AF_PACKET domain, which gives access to all headers, including the
link layer. The raw socket in the AF_INET domain only gives access to IP and upper headers. Here, we
are mainly interested in the first type.
The raw socket interface gets packets directly from the network driver, by registering a handler for all
or specific network protocols. Incoming packets are delivered to all handlers managing their protocol
type; thus, one should mind that incoming packets are delivered both to raw sockets and the standard
protocol stack.
A raw socket only filters incoming packets according to the local interface and link layer protocol type
(e.g., IP, ARP); further, raw sockets allow putting the interface into promiscuous mode, to receive all
packets transmitted on the local links. All other classifications must be implemented by scanning
packet’s headers and content; this is quite easy to implement yet rather long if one needs a full set of
rules. To make this operation more efficient, Berkeley packet filters are used (see Section A.1.3.1).
Normal flow of packets involves copying packets from kernel space to user space and vice versa;
however, switching between kernel and user modes can be very expensive in real-time design. To this
purpose, some OSes (e.g., Linux) features zero copy through memory mapping, that is network packets
are stored in a memory buffer shared by kernel and applications, and synchronization is achieved
through some status flags. Memory mapping for network packets is very efficient; on Linux, it provides
a circular buffer mapped in user space that can be used to either send or receive packets. This way,
reading packets just needs to wait for them, most of the time there is no need to issue system calls.
Concerning transmission, multiple packets can be sent through one system call to get the highest
bandwidth. This framework is also used by higher-layer libraries, as Pcap libraries (see Section A.1.1.6).

A.1.1.2 Data Link Provider Interface
The Data Link Provider Interface (DLPI) provides protocol-independent access to the service
implemented by the data link layer [1]. Specifically, the interface is intended to support X.25 LAPB,
BX.25 level 2, SDLC, ISDN LAPD, Ethernet, CSMA/CD, FDDI, token ring, token bus, Bisync, Frame Relay,
ATM, Fiber Channel and HIPPI. This interface can be used both by layer 3 protocols and user
applications, as shown in Figure 1.

Figure 1. DLPI system architecture.

DLPI was originally designed by AT&T and is available on many SRV4 systems [2]. As shown in Figure
1, there are two main components within DLPI: pfmod which filters the packet stream before it goes
to the user space, and bufmod, which buffers filtered packets between the data link layer and the user
processes in order to reduce the amount of data and number of system calls. The primary advantage
of DLPI over Linux raw sockets is that part of packet filtering can be performed inside the kernel space
without the overhead brought by cross-boundary copy of packets. The filter model used by DLPI is
straightforward and can be described as a boolean expression tree. Depending on the DLPI
implementation, the packet may be copied to give it to pfmod, which may then discard it.

A.1.1.3 PF_RING
PF_RING is a framework derived from BPF, which has further extended this model by adding new types
of filters (perfect and wildcard filters) for fine-grained packet filtering. PF_RING is tailored to the Linux
OS and is designed to get the highest performance with heavy traffic load.
The main building blocks of the PF_RING’s architecture are (see Figure 2)[3]:
• the accelerated kernel module that provides low-level packet copying into the PF_RING rings;
• the user-space PF_RING SDK that provides transparent PF_RING-support to user-space applications;
• specialized PF_RING-aware drivers (optional) that allow to further enhance packet capture by
efficiently copying packets from the driver to PF_RING without passing through the kernel data
structures. PF_RING implements a new socket type (named PF_RING) on which user-space
applications can communicate with the PF_RING kernel module. In the basic mode of operation
PF_RING polls packets from NICs by means of Linux NAPI. This means that NAPI copies packets

from the NIC to the PF_RING circular buffer (no per-packet memory allocation/deallocation is
performed), and then the userland application reads packets from the ring. In this scenario,
there are two polling threads, both the application and NAPI and this results in CPU cycles used
for this polling; the advantage is that PF_RING can distribute incoming packets to multiple rings
(hence multiple applications) simultaneously.

Figure 2. PF_RING architecture.

PF_RING operations can speed up by PF_RING DNA (Direct NIC Access). It is a way to map NIC memory
and registers to userland so that packet copy from the NIC to the DMA ring is done by the NIC NPU
(Network Process Unit) and not by NAPI. This results in better performance as CPU cycles are used
uniquely for consuming packets and not for moving them off the adapter. The drawback is that only
one application at time can open the DMA ring (note that modern NICs can have multiple RX/TX
queues thus one can start simultaneously one application per queue), or in other words that
applications in userland need to talk each other in order to distribute packets. Latest versions have
also introduced Zero-Copy drivers (ZC). It is a new generation of DNA that allows packets to be read
directly from the network interface by simultaneously bypassing both the Linux kernel and the
PF_RING module in a zero-copy fashion. In ZC, both RX and TX operations are supported, but kernelbased functionality (BPF and PF_RING filters) are missing. The main advantage is 0% CPU utilization
for copying packets to the host, because the NAPI polling mechanism is not used.
Linux networking drivers have not changed much in the past years and have not taken much advantage
of new features such as kernel threads and multi-core. Many modern Ethernet cards allow to partition
the incoming RX queue into several RX-queues, one per CPU core (i.e. each RX-queue is mapped to a
processor core); the traffic is balanced per-flow (i.e. a flow will be sent always to the same core and
not in round-robin mode) across the queues in hardware by the Ethernet cards. This means that the
more CPU cores are available the more RX queues are available. PF_RING TNAPI achieves all this by
starting one thread per RX queue. Received packets are then pushed to PF_RING (if available) or
through the standard Linux stack. Performance evaluation shows that PF_RING+TNAPI is at least 2X
faster with respect to plain PF_RING (that’s much faster than native Linux NAPI).
Finally, PF_RING also includes the capability for enabling hardware filters. Some NIC can filter packets
in hardware with ability to specify thousands of filtering rules. Unfortunately, Linux does not allow
easily playing with hardware filters, thus often this feature is not used because people do not know

how to access it. With PF_RING API, filters provided by the applications are set up in the NIC, if it
supports hardware filters.

A.1.1.4 Netmap
Netmap is a framework that gives applications in user-space very fast access to network packets.
Originally developed for FreeBSD, it is now available also for Linux and Windows. Netmap is
implemented in the kernel and is designed to remove (or at least mitigate) the main causes that slow
down packet processing: per-packet dynamic memory allocations, system call overheads, large buffer
structures, memory copies. Netmap puts together several mechanisms and techniques already
partially developed and adopted by similar frameworks:
• a lightweight metadata representation, which supports processing of many packets in each
system call;
• linear, fixed size packet buffers, which are pre-allocated;
• direct yet protected access to packet buffers, removing the need for data copies;
• large number of packets processed by a single system call.
Netmap partially disconnects the NIC from the standard network protocol stack in the kernel. In
particular, the NIC uses Direct Memory Access (DMA) to move packets in packet buffers within a
shared memory region allocated by netmap (see bottom of Figure 3); internally, the NIC maintains
pointers in circular buffers (rings) for transmission and reception (there may be multiple queues/rings,
depending on the specific hardware features). NIC rings are kept in sync with netmap rings in the same
shared memory (top left part of Figure 3); netmap-aware applications access network packets through
these netmap rings. Packet forwarding just requires moving their metadata from one ring to another,
hence no copies of packet buffers are needed this results in very low-latency operation.

Figure 3. The netmap framework. Applications have direct access to network packets through
circular buffers (rings) and packet buffers kept in a shared memory region, also used by NIC with DMA.

An additional couple of netmap rings (one for transmission and one for reception) replace the NIC
rings in the standard kernel protocol stack (top right part of Figure 3), so legacy applications continue
to send and receive packets on that network interface. Clearly, packets are stored in the netmap
packet buffers, and no transmission occurs if not initiated by a netmap application. This setup is useful
to implement security middleboxes between the kernel and the physical medium.

Netmap does not include any library. Applications directly access data structures with the help of a
few macros, and issues ioctl system calls to send and receive packets (i.e., move them between
netmap rings and the NIC). Indeed, a typical forwarding application just requires a few lines of code
[3].
According to the authors, netmap is safer than other packet I/O systems (UIO-IXGBE, PR_RING-DNA,
in-kernel Click) because the shared memory area does not contain critical kernel memory regions;
moreover, buffer indexes and lengths are always validated by the kernel before being used. However,
netmap’s data structures (rings and packet buffers) are shared among all user applications. Hence, a
misbehaving process can corrupt someone else’s rings or packet buffers.
As regards to performance, netmap achieves full line rate on 10 Gbps interfaces, and nearly 30 Mpps
on 40 Gbps NIC (limited by the hardware). Unfortunately, performance degrades when netmap is used
within other packet handling frameworks, as happens for netmap-aware libpcap [3].

A.1.1.5 OpenOnload
OpenOnload is an application acceleration middleware. It is available as open-source for Linux but
copyrighted by Solarflare and subject to licenses and patents.
Differently from other acceleration frameworks, OpenOnload is conceived for improving the
performance of generic applications, rather than networking operation only. In typical architectures
(see
Figure 4.a), both the interface with the NIC hardware and networking protocols are implemented in
the OS kernel, which gives access to applications through APIs (e.g., BSD sockets).
To increase performance and reduce the overhead, by-pass architectures give direct access to the
network hardware (see
Figure 4.b). This is an effective solution for implementing networking processes (e.g., packet
forwarding and routing), which only consider a limited number of headers and metadata; however,
creating standard communication channels for generic applications is not trivial, since it requires usersafe hardware and special libraries to re-implement many network protocols (IP, TCP, UDP) in userspace. In addition, handling protocol state in the application context is a challenging task, because
network state may persist longer than the application (e.g., when an application exits or crashes), may
require asynchronous advancement, may be destroyed or shared (e.g., fork, exec), may need to be
synchronized (ARP, IP ROUTE), may be modified by a corrupt/malicious application [4][5]. OpenOnload
uses a hybrid architecture, capable of operating at user-space and kernel-mode for any given network
flow and able to choose, dynamically, whichever is appropriate. This hybrid architecture is therefore
able to leverage direct access in user-space without the overhead introduced by system calls, while
exploiting legacy kernel operation for asynchronous operation and socket APIs. The use of background
processing in the kernel context often enables post-protocol processed results to be indicated to the
user-space library with lower latency than would otherwise be possible. This feature is important for
protocols such as TCP where, for example, the semantics of TCP means it is not enough to simply
indicate that a packet has received in order to indicate that a file descriptor has data ready. In a similar
way, when a thread is scheduled with a set of active sockets, several network operations can be
performed in short order in user-space during the time-slice available to the thread, even if the stack
had been previously operating in kernel mode for some or all these sockets.

Figure 4. OpenOnload architecture compared with legacy and by-pass architectures.

Hybrid operation is based on a shared protected memory, mapped in the application context.
OpenOnload is made of two main components (see Figure 5):
• a driver in kernel space, which holds the protocol state in the protected memory, registers with
the Linux kernel control plane and receives full notifications of all network-related state.
• a passive library, where no threading model is imposed, that maps the protected memory in
user-space and maintains a copy of the file descriptor table.
The OpenOnload library interposes the file descriptors table, a copy of which is maintained at userspace. OpenOnload forwards to the kernel any operation on pure kernel file descriptors, while handles
directly operations on mixed sets of descriptors [5]. As shown in Figure 5, the OpenOnload kernel
module links the shared stack state to kernel state (i.e., the kernel socket in the picture). This enables
the OpenOnload stack to request resources, such as ports, which are maintained by the native kernel
resident networking stack. File descriptors maintained by the OpenOnload library enables to access
both the standard kernel stack (by invoking the normal API in libc) and the user-space stack (by
accessing the shared memory), with the benefits already described above.

Figure 5. OpenOnload implementation.

Mapping a shared kernel memory region solves several practical problems concerned with the
presence of multiple processes. As a matter of fact, system calls like fork() and exec() face the need to
manage the process state (which is either wiped or copied). In OpenOnload, every new child process

will inherit the environment of the parent and so will dynamically link against and initializes a fresh
instance of the OpenOnload library, which in turn will discover and recover a memory mapping onto
the shared stack protocol state. This is also useful to support shared operations on sockets: for
instance, multiple processes can subscribe to and receive data from the same IP multicast groups
without requiring multiple packet deliveries from hardware over the PCI bus.
Management of the physical network interface is performed using the same tools and operations as
for regular kernel-mode networking. The OpenOnload kernel module registers itself with the Linux
kernel control plane and receives full notifications of all network related state (and changes thereof).
Such information is reflected in the shared memory region mapped in the OpenOnload library,
enabling user-space access to critical state changes with very low overhead. As a result, OpenOnload
can correctly determine the correct operation for any API call with complete transparency.

A.1.1.6 Pcap library
Pcap (which is for Packet Capture) library provides implementation-independent access to the
underlying packet capture facility provided by the operating system. They allow a common and
uniform abstraction of different mechanisms for packet filtering, thus allowing code to be portable
among different OSes.
Pcap is provided as user-space library. Latest versions also allow sending packets, thus behaving just
like raw packet filters or BPF. Indeed, Pcap exploits kernel-level BPF implementations where available
(e.g., in FreeBSD, Linux and Windows) and provides their own user-mode interpreter to use BPF also
on systems without kernel-mode support. The latest approach comes with the drawback that all
packets, including those that will be filtered out, are copied from the kernel to user space, thus leading
to performance degradation with respects to low level BPF implementations. User-mode BPF can also
be used when reading a file previously captured using Pcap.

A.1.2

Dataplanes in user-space

Beyond kernel hooks, recent interest in Software-Defined Networking (SDN) and Network Function
Virtualization (NFV) has fostered the implementation of programmable data-planes in user-space.
There are mainly two kinds of solutions available:
• development frameworks, including libraries to access kernel and hardware capabilities that
are needed to process packets at nearly wire speed (e.g., sending/receiving packets, longest
prefix matching, cryptographic and hashing functions, timers, message queues);
• full data paths already conceived for typical SDN/NFV application (e.g., packet forwarding,
service function chaining), which must be programmed to implement specific processing
functions or chains.
Both usually leverage one or more kernel acceleration frameworks to achieve better performance.
Data-planes conceived for SDN/NFV applications typically limit the degree of freedom in packet
processing operation to “switch-like” behaviour, but may be enough to collect statistics, filter, classify
or redirect packets, and other security-related operations.

A.1.2.1 Data-Plane Development Kit (DPDK)
DPDK provide a simple yet complete framework for fast packet processing in user-space. It proposes
a large set of libraries for common packet-intensive tasks, both giving developers the potential to
easily build any number of packet processing solutions with varying forwarding graphs. DPDK provides
broad capabilities, while targeting performance comparable to kernel-space processing.
The main concept behind the DPDK framework is rather simple: remove any overhead brought by the
intermediate kernel layer, which is designed to work with a broad and heterogeneous set of protocols.

Figure 6 compares the legacy networking stack and the DPDK framework. There are two main
components in the framework:
• DPDK libraries that provide several supporting functions (access to PCI devices, memory
allocation, timers, cryptographic functions, hashing, longest prefix matching, fragmentation,
etc.) to build network data paths in user applications;
• DPDK drivers, which are mainly used for device initialization and binding PCI interfaces in userspace.

Figure 6. Comparison between standard networking stack in Linux and DPDK framework.

DPDK provides a development environment made of an abstraction layer (Environment Abstraction
Layer – EAL) and several core components. The EAL library provides a common interface to
applications for accessing low-level resources such as hardware and memory space, hiding the specific
hardware and platform implementation. The core components include a set of libraries to manage
memory rings, timers, memory allocation, packet manipulation, debug helpers. The whole framework
provides a common and uniform abstraction of platform-specific capabilities (hardware and software).
DPDK drivers are substantially responsible to initialize the hardware and report their capabilities to
the DPDK libraries. Originally developed for Intel cards, additional drivers for kernel virtual interfaces
and hardware from other vendors have been developed during the years.
Figure 7 shows the basic mechanism for packet processing in the DPDK framework. Network
controllers move incoming packets to a memory pool, where they are stored in message buffers. A
lockless ring buffer contains pointers to incoming packets and is used to communicate with the userspace applications. The ring implements a multi-producer/multi-consumer FIFO API in a finite size
table. There may be multiple ring queues, both for receiving and transmitting. User-space applications
pick packets by polling the ring; latest releases have also introduced the possibility of using interrupts.
Packets are then processed without copying them around, hence improving efficiency and speed.

Figure 7. DPDK basic mechanism to process network packets in user-space.

The DPDK implement a run-to-completion model for packet processing. All resources must be
allocated prior to calling Data Plane applications, running as execution units on logical processing
cores. During initialization, execution units are assigned to threads based on their affinity and a core
mask. In addition to the run-to-completion model, a pipeline model may also be used by passing
packets or messages between cores via the rings. The model does not support a scheduler and all
devices are accessed by polling.

A.1.2.2 FD.io/Vector Packet Processor
FD.io (Fast data – Input/Output) is a collection of projects and libraries to support fast packet
processing in software-defined infrastructures. Its scope covers network I/O (NIC/vNIC), the control
plane and the data plane. The main design target is the creation of high-throughput, low-latency and
resource-efficient data paths that fit many architectures (x86, ARM, and PowerPC) and deployment
environments (bare metal, VM, container).
Table 1. FD.io scope and projects chart.
Layer

Projects

Control plane Honeycomb, hc2vpp
Data plane

NSH_SFC, ONE, TLDK, CICN, odp4vpp, VPP Sandbox, VPP

Network I/O

deb_dpdk, rpm_dpdk

The core component in the FD.io dataplane is the Vector Packet Processing (VPP) library donated by
Cisco. The VPP platform is an extensible framework that provides out-of-the-box production quality
switch/router functionality. The underlying concept behind VPP is the collection and processing of
large batch of packets, called vectors, so to exploit the persistence of common information in the
processor caches. With VPP, the processing pipeline is abstracted as a node graph, as shown in Figure
8. All packets in the batch are processed by each node before moving to the next one; this approach
mitigates the overhead of context switches in the hardware, hence improving the overall performance
(FD.io reports that independent testing shows that, at scale, VPP is two orders of magnitude faster
than currently available technologies – i.e., OpenvSwitch). The graph node can be tailored to specific
needs by developing additional nodes as plugins. The plugin architecture also allows to push the
packet vector to a hardware accelerator.

Figure 8. Packet processing graph for Packet Vectors. Source: FD.io project.

The VPP is programmable through APIs based on very efficient shared memory message bus (900k
requests/s). FD.io already includes client libraries for C and Java, and a Honeycomb Agent that exposes
Southbound APIs (netconf/yang, REST, BGP) for SDN controllers (e.g., OpenDayLight), as shown in
Figure 9.

Figure 9. Programmability of VPP through message
bus API and integration with SDN controllers. Source: FD.io project.

A.1.2.3 Open Data Plane
The Open Data Plane (ODP) is an open API for accessing heterogeneous hardware capabilities when
building software data planes in user-space. It is conceived to facilitate the portability of data plane
applications across a broad range of hardware platforms (including systems-on-chip and servers). Data
plane applications include networking software in routers, switches, gateways, set-top boxes, Evolved
Node B, as well as data-center applications as OpenvSwitch, TRex, NGiNX that can use acceleration
features available in servers.
ODP includes a set of implementations for a wide range of platforms (ARM, MIPS, Power, x86,
proprietary SoC architectures). ODP maintains a reference Linux implementation (odp-linux),
preferring simplicity over performance whenever the choice is necessary, while high-performance
implementations come directly from hardware vendors. The Linux implementation is a software-only
implementation of ODP provided as reference for developers and to bootstrap ODP applications.
ODP abstracts hardware capabilities for data-plane processing so that applications are more portable.
Application developers may make use of important hardware capabilities such as crypto hardware
acceleration without needing deep knowledge of the hardware or the vendor-specific SDK associated
with it. ODP is only limited to the lowest level abstractions for hardware acceleration and does not
add abstractions for the Operating System. The latter is expected to be implemented in software
layers above the ODP primitives.

Figure 10. Open Data Plane framework.

ODP applications compliant with the library headers can be ported to any supported system; however,
they are compiled against a specific implementation. Such implementation provides an optimal
mapping of APIs to the underlying capabilities (including hardware co-processing and acceleration
support).
An ODP application is typically structured as shown in Figure 11.

Figure 11. Typical packet flow for an ODP application.

A network data plane receives packets from physical and virtual interfaces, classifies, filters,
manipulates, and eventually retransmits them. In some cases (i.e., encrypted packets that cannot be
classified and processed), packets may be re-routed back to the input lines for “second pass”
processing. All green boxes in Figure 11 correspond to standard operations that are typically offloaded
to NIC and other hardware accelerators; instead, the yellow boxes (i.e., ODP threats) implement the
application logic for manipulating the packets. Examples of processing include switching and routing
decisions, firewalling and deep packet inspection, network address translation. In addition, the
application logic should also control the configuration of the offloaded functions and the packet flow
within them.

A.1.2.4 BESS
Berkeley Extensible Software Switch (BESS) is a programmable platform for vSwitch dataplane. It was
originally conceived as a software NIC abstraction to hide the heterogeneity of the underlying hardware
and provide fast and programmable implementation of common networking functions (e.g.,
checksumming, reassembly, inspection, switching, parsing) [6], by combining hardware capabilities
(where available) with software modules, hence overcoming many issues in hardware implementations:
protocol dependence, limited hardware resources, and incomplete/buggy/non-compliant
implementation. It has now evolved to a programmable dataplane that can be used to implement highperformance software-switches but also service function chaining [7] (see Figure 12).

Figure 12. BESS implements a programmable data plane
for high-performance switching and service function chaining.

BESS itself is not a virtual switch; it is neither pre-configured nor hardcoded to provide functionality,
such as Ethernet bridging or OpenFlow-driven switching. Instead, it can be configured (by the CLI or
external controller) to compose packet processing pipelines between virtual and physical ports. While
the basic concept is like Click, BESS does not sacrifice performance for programmability.
Figure 13 shows the overall BESS architecture. Virtual ports (vports) are the interfaces between BESS
and upper-layer software (both legacy applications and native BESS applications, directly hosted or
running in VMs or containers). Physical ports (pports) are the interface between BESS and the NIC
hardware and expose a set of primitives that are natively implemented in the hardware. A vport is an
ideal NIC that implements all required features; they can be carried out in hardware, where available,
or in software. The modules are combined in processing pipelines between ports (BESS can connect
any combination of vports and pports). Some metadata are added to packet buffers to maintain a state
while packets stream along the pipeline. Differently from other technologies, BESS only uses the set
of metadata that are required by the modules in the pipeline, which is known when the pipeline is
composed. Another important characteristic is resource scheduling for performance guarantees; BESS
uses dedicated cores, so there are no context switches among the applications and the BESS software.
BESS runs entirely in user-space. Vports can be directly connected to native applications that bypasses
the kernel and implement their own networking stack. A user-level library allows such applications to
directly access vport queues, supporting zero-copy. Otherwise, a BESS driver can plug vports as
standard NIC into the kernel; in this case, there is little improvement on forwarding performance
because zero-copy is not trivial to be implemented in this case.
BESS leverages DPDK for high-performance packet I/O in user-space. This framework is preferred over
alternative ones (PF_RING, netmap) that are not able to expose hardware NIC features besides raw packet
I/O.

Figure 13. BESS architecture. Packets are processed by
pipelines of small modules between virtual and physical ports.

In BESS, everything is programmable, not just flow tables. BESS modules are lightweight tasks that
process packets and associated metadata. There are already some basic modules available (checksum

offloading, TCP segmentation/reassembly, VXLAN tunnelling, rate limiter, flow steering,
stateless/stateful load balancer, time stamping, IP forwarding, link aggregation, and switching), and
additional modules can be developed by users in C. JSON-like structured messages are used between
BESS and controller; there are 3 ways to control the datapath:
• Python/C APIs;
• Scriptable configuration language;
• Cisco iOS-like CLI.

A.1.2.5 Snabb
Snabb, originally conceived as an Ethernet networking toolkit (i.e., “Snabb Switch”), has now evolved
to an NFV framework to create high-performance packet processing chains in user-space [8]. Snabb is
available for Linux only.
The core element is a runtime environment (engine), which executes “designs”. A design describes a
graph of components and their configuration, corresponding to a service graph (see Figure 14). The
elementary components in Snabb are “Apps”. An app is an isolated implementation of a specific
networking function or device; for example, a switch, a router, a NIC, or a packet filter. Designs consist
in Lua scripts, while App may be written in the Lua language or may be native code objects. To support
development, Snabb includes software libraries, which are collections of common utilities for Apps
and graphs.
Apps must implement a specific interface, which allows the Snabb core engine to create the pipeline
and manage them. The interface includes input and output, connection to hardware (NIC),
reconfiguration, monitoring and management hooks (e.g., start, stop, report, reconfigure). Apps
receive packets on input ports, perform some processing, and transmit packets on output ports. Each
app has zero or more input and output ports. For example, a packet filter may have one input and one
output port, while a packet recorder may have only an input port. Apps may also represent the I/O
interface towards physical hardware (i.e., NIC) and virtual function (e.g., VMs).

Figure 14. Layout of a typical Snabb service graph.

Snabb is entirely implemented in user-space and adopts a typical kernel bypass approach. PCI devices
are configured to directly access reserved memory regions via DMA in Memory-Mapped IO (MMIO).
That region hosts two ring-based FIFO structures, for transmission and reception descriptors, together
with actual memory addresses where packets are stored. A peculiar characteristic of Snabb is that it
does not leverage hardware features in NICs for offloading specific tasks. The motivation is the large
heterogeneity in NICs and their features. Instead, Snabb makes use of Single Instruction Multiple Data
(SIMD) technology, available on all modern processors, to perform the same instruction on multiple
functional units in parallel. This largely mitigates the impact of memory transfers; with technologies

like Intel’s Data Direct I/0 (DDIO), the data can be directly loaded into the L3 cache of the CPU from
which they can easily be accessed and worked with.
Snabb enables high-speed inter-VM communication, by improving the base virtio framework. As
shown in Figure 15.a, the virtio framework for paravirtualization defines an interface between the
frontend driver in the Guest OS and backend driver in the Hypervisor. The interface is based on a
transport module and a shared memory area, where rings and queues structures are hosted. When
used in the KVM/QEMU combination, device emulation is performed in user-space, hence introducing
latency due to copy operations and context switches. Snabb replaces the backend driver and device
emulator with a vhost-user App, which directly access the vring structures in the shared memory
through a tuntap device (Figure 15.b). In the Snabb framework, the vhost-user App provides an input
interface which delivers packets to the connected VM, and an output interface which receives packets
sent from the VM. When the vhost-user App is plugged in a service graph, communication among VMs,
NICs and other Snabb modules happens at very high-speed.

Figure 15. Comparison between standard virtio and Snabb enhancement in user-space.

Finally, Lua not only provides a programmable high-level interface, but it also improves performance.
Indeed, Snabb uses the just-in-time LuaJT compilers, which is a trace-based compiler that gathers
profiling information during runtime to compile parts of the application in an optimized way.

A.1.3

Dataplanes in kernel-space

Processing packets in kernel-space shortens the pipeline and gets priority over userland processes. In
addition, this leverages the huge base of networking software (e.g., routing, bridging, natting,
firewalling) that has been integrated in the Linux kernel over the years, avoiding the necessity to reimplement everything from scratch such as in other approaches. However, developing software in
kernel-space is more difficult because of the specific environment and the risk that any error may
result in faults of the entire system. For this reason, these frameworks are usually developed by a few
skilled people (often involved in the same kernel development) and consist of virtual machines that
execute user programs in a controlled environment.
This approach generally leads to OS-specific solutions that are not portable to other systems.

A.1.3.1 Berkeley Packet Filter (BPF)
The Berkeley Packet Filter (BPF) provides on some Unix-like OSes a raw interface to data link layers in
a protocol-independent fashion, and the potential to operate with custom code on the intercepted
packets. All packets on the network, even those intended for other hosts, are accessible through this
mechanism, provided that the network driver support promiscuous mode. BPF roughly offers a service
like raw sockets, but it provides packet access through a file interface rather than a network interface
(the packet filter appears as a character special device, like /dev/bpf0, /dev/bpf1, etc.).

The BPF was designed as a common agent to allow network monitoring by multiple applications
running in user space, with the specific purpose of minimizing packets getting copied between user
and kernel space, which is known to lead to large performance degradation [2]. Thus, BPF is specifically
designed with efficient and effective packet filtering in mind, in order to discards unwanted packets
as early as possible within the OS’s stack.
Associated with each open instance of a BPF file is a user-settable packet filter. Whenever a packet is
received by an interface, all file descriptors listening on that interface apply their filter. Each descriptor
that accepts the packet receives its own copy. Reads from these files return the next group of packets
that have matched the filter1. Consequently, any modification performed on captured packets do not
influence the actual data, as in BPF packets are always a copy of the original traffic.

Figure 16. Overview of BPF architecture.

BPF has two main components: the network tap and the packet filter. The network tap collects copies
of packets from the network device drivers and delivers them to listening applications. The filter
decides if a packet should be accepted and, if so, how much of it to copy to the listening application.
Figure 16 illustrates BPF’s interface with the rest of the system.
Because network monitors often only want a small subset of network traffic, a dramatic performance
gain is realized by filtering out unwanted packets in interrupt context. To minimize memory traffic,
the major bottleneck in most modern workstations, the packet should be filtered ‘in place’ (e.g., where
the network interface DMA engine put it) rather than copied to some other kernel buffer before
filtering. Thus, if the packet is not accepted, only those bytes that were needed by the filtering process
are referenced by the host. BPF uses a re-designed, register-based ‘filter machine’ that can be
implemented efficiently on today’s register-based CPUs. Further, BPF uses a simple, non-shared buffer
model made possible by today’s larger address spaces. The model is very efficient for the ‘usual cases’
of packet capture. The design of the BPF was guided by the following constraints:
• It must be protocol independent. The kernel should not have to be modified to add new
protocol support.
Since a huge number of packets can be collected that are separated by few milliseconds, calling a system call to read
every packet is not usually possible. Every read called on the file interface returns a group of packets; each packet is
encapsulated in a header including time stamp, length and offsets for data alignment.
1

• It must be general. The instruction set should be rich enough to handle unforeseen uses.
• Packet data references should be minimized.
• Decoding an instruction should consist of a single C switch statement.
• The abstract machine registers should reside in physical registers.
The BPF abstract machine consists of load, store, ALU, branch, return and miscellaneous instructions
that are used to define low-level comparison operations on packet headers; on some platforms, these
instructions are converted with just-in-time compilation into native code to further avoid overhead.
The FreeBSD implementation of BPF supports any link level protocol that has fixed length headers;
however, currently only Ethernet, SLIP, and PPP drivers have been modified to interact with BPF and
only writes to Ethernet and SLIP links are supported.
BPF often refers to the filtering mechanism, rather than the entire interface. With this meaning, it is
sometimes implemented in OS’s kernels for raw data link layer socket filters (e.g., in Linux).

A.1.3.2 eBPF
Initially proposed by Alexei Staravoitov in 2013, eBPF is the next version of BPF, which includes both
modifications to the underlying virtual CPU (64-bit registers, additional instructions) and to the
possible usages of BPF in software products. Furthermore, packets are no longer a copy of the original
data, but eBPF program can operate and modify the packet content, hence enabling a new breed of
applications such as bridging, routing, NATting, and more. The “Classic” BPF is not used anymore, and
legacy applications are adapted from the BPF bytecode to the eBPF.
An overview of the runtime architecture of eBPF is shown in Figure 17. The following subsections will
explain some of the relevant parts of the architecture and point out some of the main improvements in
eBPF.

Figure 17. eBPF architecture.

C-based programming
eBPF code can be written in (a restricted version of) C, which allows for easier program development
and more powerful functionalities with respect to bare assembly.

Maps
An eBPF program is triggered by a packet received by the virtual CPU. To store the packet in order to
process it, eBPF defines a volatile “packet memory”, which is valid only for the current packet: this
means there is no way to store information needed across subsequent packets.
eBPF defines the concept of state with a set of memory areas, which are called maps. Maps are data
structures where the user can store arbitrary data with a key-value approach: data can be inserted in
a map by providing the value and a key that will be used to reference it.
An important feature of maps is that they can be shared between eBPF programs, and between eBPF
and user-space programs. This is especially important for all those applications that need to perform
operations that exceed the complexity allowed by the eBPF bytecode. In fact, maps allow to split
complex processing in two layers (fast eBPF datapaths and slow user space control paths), keeping the
state information shared and synced. Another important advantage of using maps is that their content
is preserved across program executions.

Figure 18. eBPF maps.

Technically, maps are not buffers. If they were, there would be a certain number of issues under the
responsibility of the developer, such as concurrent access. This means maps are never accessed
directly: we read and write maps with predefined system calls. An important side effect of using maps
is that the state of the program is decoupled from the code. Instructions are in the program, the data
used by such instructions are in the maps.
We report here the most common map types [9] available in the Linux kernel that can be used in userdefined data paths:
• array: data is stored sequentially and can be accessed with a numeric index from 0 to size - 1.
This map type is ideal when the key corresponds to the position of the value in the array.
• hash: data is stored in a hash table. This map type is very efficient when it comes to direct
lookups: a hash of the provided key is computed and used as an index to access the
corresponding value.
• LRU hash: sharing its internals with the hash type, it provides the ability to have a hash-table
that is smaller than the total elements that will be added to it, because when it runs out of space
it purges elements that have not recently been used. This map type is useful to keep track of
caching entries, which will eventually expire forcing their own refresh.

• LPM trie: data is stored as an ordered search tree. As the name suggests, this map type allows
performing lookups based on the Longest Prefix Match algorithm. This is extremely handy when
developers want to manage the granularity of a rule match field, granting that the most fitting
rule is applied to a packet when other matching rules are also present.
Hooks
eBPF programs can react to generic kernel events, not only packet reception: they can react to any
system call that exposes a hook.
Considering a network packet and recalling how the netfilter hooks work, with eBPF we can listen to
any of the predefined hooks to trigger programs only at certain steps during packet processing.
Netfilter is a set of linked modules but it has no filtering concept: attaching to a hook means receiving
all the packets. eBPF can attach to hooks and filter packets.
Speaking of hooks, Figure 19 shows the difference in number and position of the networking hooks in
Netfilter and eBPF.

Figure 19. Networking hooks in eBPF and Netfilter.

eBPF hooks are coloured in red: the one on the left is called the TC Ingress hook and intercepts all the
packets that reach the network adapter from the outside, while the one on the right – the TC Egress
hook – deals with the outgoing packets immediately before sending them to the network adapter.
Netfilter can provide a much more fine-grained control over a flow of packets inside the Linux kernel,
whereas the intermediate hooks must be emulated in eBPF.
Service chains
BPF did not quite have the concept of multiple cooperating programs: each parallel program receives
a copy of the packet and processes it. eBPF can link multiple programs to build service chains, such as
in Figure 20. Service chains can be created exploiting direct virtual links between two eBPF programs
or tail calls. Tail calls can be thought as function calls: the eBPF programs are separated, but the first
one triggers the execution of the second by calling it. This allows developers to overcome the program
size limitation in the JIT compiler: starting from one big program, this can be split in multiple modules,
perhaps functionally distinct such as header parsing, ingress filtering, forwarding, and analytics.

Figure 20. Example of a possible eBPF service chain.

Helpers
Coding in C is fun, libraries are better. Helpers are sets of functions precompiled and ready to be used
inside the Linux kernel. eBPF programs can call such functions, which are outside the virtual CPU (e.g.
function to get the current timestamp). Helpers delegate complex tasks to the operating system,
overcoming the complexity restrictions in the eBPF validator and allowing developers to exploit
advanced OS functionalities.
One drawback of helpers is that they must be available in the Linux kernel, which means that the
kernel must be recompiled every time a new helper is added, which is not very fast considering the
Linux kernel release schedule.
XDP
XDP – eXpress Data Path – is a programmable, high performance packet processor in the Linux
networking data path [10][11] and its main architecture is shown in Figure 21. It provides an additional
hook to be used with eBPF programs to intercept packets in the driver space of the network adapter,
before they are manipulated by the Linux kernel.
The main advantage of this early processing is that it avoids the overhead and the memory
consumption added by the kernel to create the socket buffer – namely the skb data structure – which
wraps the packet for standard Linux processing in TC mode.
XDP runs in the lowest layer of the packet processing stack, as soon as the NIC driver realizes a packet
has arrived, similarly to other frameworks such as netmap and DPDK. However, packets here are not
delivered to userspace, but to the injected eBPF program executed in kernel space. One of the main
use cases is pre-stack processing for filtering or DDOS mitigation.
It is important to mark the difference between XDP and kernel bypass: XDP does not exclude the
TCP/IP stack in the Linux kernel as it is designed to perform a preliminary packet processing to achieve
better performance. Kernel bypass (such as netmap and DPDK) ignores the TCP/IP stack and performs
all the packet processing on its own.

Figure 21. XDP architecture.

System-wide monitoring capabilities
In addition to filtering packets, eBPF programs can be attached and run anywhere in the Linux Kernel
through kprobes [12]. This allows inspecting the execution of the kernel and userspace programs and
opens the door to high-performance Linux monitoring without running extra kernel modules.
Potential kernel crashes caused by eBPF are prevented through static analysis. The kernel runs a
verifier on every eBPF program before allowing its execution.
Without eBPF, kprobes must be injected in kernel modules, which is unsafe, dependent on the
architecture, and exceptionally fragile. Though still sensitive to kernel-API changes, after using eBPF,
the kprobes are injected from the userspace, safe, and architecturally independent.
Using eBPF for dynamic tracing is very powerful and easier, as eBPF programs can now be coded in C
thanks to an LLVM backend. The BPF Compiler Collection (BCC) simplifies development even further,
although it comes with additional runtime dependencies (Python, kernel headers and LLVM).
Thanks to this technology, any system calls in the kernel can be monitored, and its calling/return
parameters can be inspected, paving the way for a holistic view of any kernel activity in real-time.

Figure 22. Available tracing tools.

A.1.3.3 Open vSwitch (OVS)
Open vSwitch is a multi-layer, open-source virtual switch for all major hypervisor platforms, also
widely used in physical OpenFlow switches. It is designed to enable massive network automation
through programmatic extension, while still supporting standard management interfaces and
protocols (e.g., NetFlow, sFlow, SPAN, RSPAN, CLI, LACP, 802.1ag).
OVS is made of three main components, as shown in Figure 23. The ovs-vswitchd is a daemon that
manages and controls any number of virtual switches on the local machine. It implements the
OpenFlow protocol and can receive flow definitions from external SDN controllers. Beyond Openflow,
ovs-vswitchd can be configured with several features: L2 switching with MAC learning, NIC bonding
with automatic failover, 802.1Q VLAN support, port mirroring, Netflow flow logging, sFlow
Monitoring. The ovsdb-server component extends OpenFlow control functions with a broader set of
management capabilities, encompassing the switch layout (switch instances, ports), configuration of
QoS queues, association to OpenFlow controllers, enabling/disabling STP, and so on. The ovsdb-server
can be controlled remotely by the ovsdb protocol; between ovsdb-server and ovs-vswitchd multiple
sockets types can be used (unix, tcp, ssl). The last component is the datapath, which is a dedicated
pipeline for fast packet processing. One common ovs-vswitchd daemon is available for multiple
platforms, while different datapaths are developed to leverage specific software hooks or hardware
capabilities. A separated datapath enables to easily port the OVS architecture of different hardware
targets, each with its own packet processing pipeline. Implementations for Linux include a user-space
datapath (netdev), a DPDK datapath, and a kernel datapath. The kernel datapath is the most common
solution.

Figure 23. Open vSwitch components.

Figure 23 also depicts how the two main OVS components work together to forward packets. The
datapath module in the kernel receives the packets first. It is nothing more than a table with matching
entries and associated actions. If a match is found, the corresponding action is invoked (fast path).
However, for performance and scalability reasons, the table size is rather limited; in case of miss, the
packet is forwarded to the ovs-vswitchd component, which holds all OpenFlow rules (slow path). In
user-space, ovs-vswitchd determines how the packet should be handled, then it passes the packet
back to the datapath with the desired handling; usually, it also tells the datapath to cache the actions,
for handling similar future packets.
It is rather intuitive that the hit rate in the kernel datapath is a key performance factor. In Open
vSwitch, flow caching has greatly evolved over time. The initial datapath was a microflow cache,
essentially matching all set of OpenFlow packet headers and metatada. Microflow caching collapses
all matching fields in a single lookup per packet, leading to tremendous speedup for most workloads.
However, the need to match all possible fields means that no wildcard is possible, and this is
problematic with specific traffic patterns: malicious port scans, peer-to-peer rendezvous applications,
network testing. The existence of short-lived microflows ultimately leads to low hit rate, and an
excessive recourse to the user-space (slow) daemon. In later versions, the datapath has two layers of
caching: a microflow cache a secondary layer, called megaflow cache, which caches forwarding
decisions for traffic aggregates beyond individual connections (see Figure 24). The magaflow cache is
a single flow lookup table that supports generic matching, i.e., it supports caching forwarding decisions
for larger aggregates of traffic than individual connections. While it more closely resembles a generic
OpenFlow table than the microflow cache does, it is still strictly simpler and lighter in runtime for two
primary reasons: a) it does not have priorities, so the search terminates as soon as it finds any match;
b) there is only one megaflow classifier, instead of a pipeline of them, so userspace installs megaflow
entries that collapse together the behaviour of all relevant OpenFlow tables.

Figure 24. OVS two-tier cache model.

Recently, an eBPF-based datapath has been proposed for OVS. The goal is not to pursue better
performance, but to make the datapath more extensible. The main design challenges are to overcome
the limitations in writing eBPF programs (number of bytecode instructions, number of instructions
traversed by eBPF verification, isolated environment, dynamic looping disallowed).

Figure 25. Reference architecture for the eBPF datapath.

Figure 25 shows the overall structure of an eBPF datapath. It is composed of multiple eBPF programs
and maps. Maps are used for configuration and integration with ovs-vswitchd:
• Flow key: this is the internal representation of protocol headers and metadata;
• Flow table: it associates the flow key to an array to actions;
• Per Ring Buffer: it is used to pass data to the ovs-vswitchd in user-space.
The first eBPF stage (Parser + Lookup) is triggered by the TC ingress hook associated with a network
device. The parser includes two components: standard protocol parsing and Linux-specific metadata
parsing. Protocol headers are described in P4 and then compiled in eBPF bytecode, which is then
extended to include metadata for TC context (e.g., incoming device index). Protocol headers and
metadata are assembled as flow key, which is then used to lookup the flow table map and get an array
of actions. Since eBPF have a maximum size, different actions are encoded as separate eBPF programs;

in addition, since dynamic looping is disabled, each program tails call other programs, as showed in
Figure 25. The list of actions is pushed in the flow table by ovs-vswitchd. In case of table miss, the slow
path is used, by sending the packets and metadata (together with the flow key) to ovs-vswitchd
through the Perf buffer. After processing in ovs-vswitchd, the packet is reinserted into the datapath
through a TAP interface; an additional eBPF program is attached to such interface for further
processing. Finally, like typical P4 structure, a deparser program ends the chain and applies all changes
and actions that have been accumulated in the metadata during the previous phases.

A.1.3.4 Programmable dataplanes
High-performance networking devices are traditionally implemented in hardware, envisioning a fixed
pipeline of operations on configurable tables (e.g., ARP and forwarding information) that are filled in
by the control plane. These implementations are usually limited to a fixed and static set of network
headers, and the introduction of a new protocol or just a new version of existing ones might require
years to re-design the chip.
The need for more flexibility in design and upgrade of high-speed network devices has leveraged the
usage of more flexible technologies like ASICs, FPGAs, network packet processors. These devices can
effectively support data processing up to terabit speed but programming them is far from easy.
Ultimately, this has resulted in the effort for high-level programming languages, as P4. It is mainly
conceived for hardware targets, but it can also be compiled for software switches and data planes. In
this respect, we believe worth including this technology in our analysis.

A.1.3.5 P4
The Programming Protocol-independent Packet Processors (P4) is a high-level language for
programming protocol-independent packet processors. The explicit target for P4 is to tell the switch
how to operate, without be constrained by a rigid switch design. The challenging design requirement
for P4 is protocol and target independence. The former means that the language must be agnostic of
network protocols and packet headers, whereas the latter requires a compiler to translate the highlevel description into target-dependent instructions.
Though P4 was sometimes indicated as a ground-breaking evolution of OpenFlow, it has been clarified
that P4 is not “OpenFlow 2.0” [13]. Indeed, OpenFlow is a standard, open interface to populate the
forwarding tables (i.e., the hash tables for Ethernet address lookup, the longest-prefix match tables for
IPv4 and the wildcard lookups for ACLs) in data planes that typically implement IEEE and IETF standard
protocols in silicon. In other terms, OpenFlow does not really control the switch behaviour; it gives us a
way to populate a set of well-known tables for several protocol headers that have largely blown up in
the years (i.e., from the original Ethernet, VLAN, IPv4, ACLs, to currently about 50 different header types).
Figure 26 shows the main concept behind the P4 language. In a traditional switch architecture, the
data plane provides a given set of functions and capabilities. For example, legacy Ethernet switches
implement the IEEE 802.1D protocol, whereas OpenFlow switches filter and forward packets according
to the rules inserted in specific tables. Even with the separation between the data and control plane,
programmability is only meant to push control information into the data plane (i.e., table
management), subject to a fixed set of parsing and forwarding operations. A P4-programmable switch
enables the definition of custom headers for parsing, and control flows for packet management. This
removes the need for a-priori knowledge of the network protocol, since the data plane provides
generic capabilities for receiving, buffering, manipulating, forwarding packets. The control plane is still
responsible for filling internal tables (e.g., forwarding routes, ARP tables), but the set of tables and
other objects in the data plane are no longer fixed, and can be easily adapted to the evolving control
and management needs. While OpenFlow is designed for SDN networks in which we separate the
control plane from the forwarding plane, P4 is designed to program the behaviour of any switch or
router, whether it is controlled locally from a switch operating system, or remotely by an SDN
controller.

Figure 26. Comparison between traditional switch architecture and P4.

P4 [14] is a domain-specific language, which means it is not conceived to run on general purpose
processors; expected target platforms include network interface cards, FPGAs, software switches, and
hardware ASICs. As such, the language is restricted to constructs that can be efficiently implemented
on all these platforms; though this may appear as a limitation in the expressiveness, it is a necessary
condition for enabling fast packet processing.
The implementation of a P4 program depends on the hardware capabilities. To this aim,
manufacturers of targets must provide both an architecture model and a compiler for their platforms.
Figure 27 depicts a typical workflow when programming with P4. P4 programmers write programs for
a specific architecture model, which defines a set of P4-programmable components and their data
plane interfaces. On the other hand, target manufacturers provide the architecture model and a P4
compiler for their target. P4 follows a typical approach of many modern programming languages. The
target hardware is described in terms of architecture descriptions (packages) that must be
instantiated by the user to develop and build a program. This declaration is somehow like Java
interfaces and C++ virtual classes; user-defined types that are unknown at the declaration time are
described using type variables, which must be used parametrically in the program – i.e., similar to Java
generics, not C++ templates. The architecture description may include pre-defined data types,
constants, helper package implementations, and errors.
The output from compilation consists of:
• a data plane configuration that implements the forwarding logic described in the input program;
• an API for managing the state of the data plane objects from the control plane.
To foster portability and interoperability, the P4 community is working towards the definition of
common control APIs that can be adopted by the programmers (P4Runtime).

Figure 27. Workflow for programming with P4.

The P4 architecture identifies P4-programmable blocks (e.g., parser, ingress control flow, egress
control flow, deparser, etc.), which are declared in the target architecture model. A P4 program
consists in providing code fragments for each block. P4 blocks interface with the hardware and
between them through metadata (see Figure 28):

• intrinsic metadata are control registers and signals which are exposed by the target;
• user-defined metadata are data associated to each packet and defined by the programmer.
In addition to control registers, P4 programs can invoke services provided by external objects and
functions provided by the architecture (e.g., checksumming).

Figure 28. P4 interfaces between blocks and target hardware.

There are two types of P4 blocks: parsers and controls. Parsers are used to extract user-defined
headers from the packets; controls build processing pipelines. They can be composed in parallel,
sequential or mixed chains; the conditional traversing of these chains is settled by the program logic.
A parser describes a state machine with one start state (start) and two final states (accept/reject). Inbetween there may be multiple user-defined states, corresponding to different headers. The ability to
define header structure in software is one of the main benefits brought by P4, which removes the
need for fixed and static header definitions in hardware. A parser starts execution in the start state
and ends execution when one of the reject or accept states has been reached. Transitions between
the states are driven by specific header fields. For instance, the etherType field in the Ethernet header
can be used to select the next state (i.e., parsing an IPv4 header or a VLAN tag). In addition, the P4
syntax also allows to verify the field values (e.g., protocol versions) and check the correctness of the
header (i.e., comparing checksum values). The result of a parser block is the set of recognized headers
and metadata about possible errors that occurred (e.g., unsupported protocols or versions, invalid
options, wrong checksums).
A control block describes processing pipelines following the typical structure of a traditional
imperative program. Control blocks are made of match-action units, which are invoked to perform
data transformation. A match-action unit is logically represented by a {key, value} table, where keys
are used for look-ups and values correspond to actions to be performed. Key/action pairs are usually
pushed by the control plane (e.g., ARP information, forwarding rules, etc.), but there is also the
possibility to insert static information from the P4 program. Figure 29 shows the logical structure of a
match-action unit: starting from packet headers and metadata, a key is constructed (1) and used for
lookup (2); the corresponding action is invoked on input data (3) that may update the headers and
metadata (4). The programmer defines as many tables as he needs for processing packets; he also
defines the sequence of tables to be applied to packet headers and metadata according to typical
imperative constructs (even including conditional evaluation).

Figure 29. Logical structure of a match-action unit in P4.

A case for a control block is deparsing. It assembles the manipulated headers into a new packet and
send the result to the correct output port.
Though there are many benefits brought by P4 compared to state-of-the-art packet-processing systems
(e.g., based on writing microcode on top of custom hardware) in terms of flexibility, expressiveness,
software engineering, libraries, and debugging, the is also a major limitation that P4 programs are not
expected to be portable across different architectures, due to the heterogeneity of the underlying
hardware and the expected different architecture models from vendors. This goes against all trends to
re-use software and services; indeed, the P4 consortium is working on the definition of common
architecture model that may be adopted by vendors (i.e., the Portable Switch Architecture – PSA).
Notably, the eBPF can be used as target by P4 programs. This allows the same P4 program to be
portable on hardware and virtual devices, with very similar performance. The current compilation
method is a two-stage process that translated P4 programs into C code, which must then be compiled
with the standard eBPF Compiler Collection. This poses some limitations on P4 programs, which will
be hopefully reduced in the future [15].

A.1.4

Programming abstractions

Software-Defined Networking (SDN) is a mean for more pragmatic and effective control of network
operations, offering network administrators the freedom to build complex and stateful logics (i.e.,
‘programs’) behind the mere configuration of predefined and rigid operational patters. The basic SDN
concept is the separation between the data plane and the control plane, mediated by a network
controller that provides the programmatic interface to the network. The network is thus abstracted
as a single system, and control applications can be written in a more intuitive, portable and scalable
way.
Roughly speaking, the main target for SDN is to write control applications that run in the SDN
controller and programmatically configure the local data plane of network devices for fast packet
processing. Control applications represent a complementary part of data planes, since they implement
complex logics that is not possible (or convenient) to hardcode in a fast packet pipeline.
The logical separation of the control and data plane requires some forms of standard interfaces for
interworking of products from different vendors. The main purpose for these interfaces is the
definition of the logical operations to be performed on packets, either taken singularly or as
aggregated flows. Several efforts have been undertaken in the last decade to design abstractions and
models for data plane operations, which differ in terms of granularity, efficiency, flexibility. As a result,
some protocols are mostly suited for Northbound interfaces (i.e., between applications and the
controller), whereas others are specifically conceived for the Southbound interface (i.e., between the
controller and network devices).

A.1.4.1 OpenFlow
OpenFlow is perhaps the most known protocols for SDN. In a typical SDN architecture, OpenFlow is
used as Southbound interface between the controller and the network switches [16]. Indeed,
OpenFlow plays a double role:
1. it is a protocol between SDN controllers and network devices, used to configure local data
planes from a centralized control application;
2. it is a specification of the logical structure of the network switch functions, which are abstracted
at high level as a set of configurable tables, leveraging the consideration that most vendors
implement somewhat similar flow tables for a broad range of networking functionalities (L2/L3
forwarding, firewall, NAT, etc.).

Figure 30. OpenFlow environment.

Figure 30 depicts the basic structure of the OpenFlow environment. The OpenFlow protocol is used
between the SDN controller and the internal management of the software/hardware switch.
The OpenFlow switch architecture [17] is seen as a set of configurable tables, which may be
implemented in hardware, firmware, or even software. The internal architecture can be different for
every vendor and does not need to be public; the processing pipeline is fixed and cannot be modified.
The Flow table associates flows with specific processing instructions; the Group table describes
common actions that affect one or more flows; the Meter table triggers a variety of monitoring actions
on a flow. In the OpenFlow terminology, a flow is a set of packets that share common values in the
header fields.
A Flow table is composed by entries with the following fields:
• Match fields: used to select packets according to the content of their headers;
• Priority: relative priority of table entries;
• Counters: meters on the number of packets and amount of bytes for different events, flow
duration;
• Instructions: actions to be taken in case of match;
• Timeouts: lifetime of the flow;
• Cookie: opaque data value chosen by the controller to filter flow statistics, flow modification,
and flow deletion.
Each flow traverses a table until a highest-priority match is found; there may be a table-miss entry
which provides a default treatment for non-matching flows. Each packet may traverse a single table
or may be pipelined across multiple tables. The match fields cover both hardware properties (i.e.,

incoming port), protocol headers (including Ethernet, IP, TCP/UDP/SCTP, MPLS, ICMP), and metadata
that may have been added by a previous table.
If a packet matches an entry, the corresponding instruction is performed. There are several kinds of
instructions that:
•
•
•
•

forward packets through the pipeline to another table;
perform specific actions on the packet;
update the action set for the packet;
update metadata associated to the packet.

OpenFlow actions include packet forwarding (e.g., output queue), packet modification (e.g., push/pop
VLAN tags, rewrite source or destination addresses, change TTL), and group table processing
operations. While traversing multiple tables, actions may be accumulated in metadata and indicated
as “action set”; the full list of actions is then performed when the packet exits the processing pipeline.
Typical OpenFlow programs usually do not install all possible flows from the beginning, to avoid
overwhelming the memory of network devices. There is a specific action included in the specification,
usually associated to the table-miss entry, which sends the packet to the controller for further
processing. The controller runs control applications that can install additional flows in the network
devices or drop the packet. Clearly, this behaviour introduces large latency in packet processing, but
the delay is only experienced by the first packet of the flow, whereas all subsequent packets will be
processed by the newly installed flow.

A.1.4.2 OpenState/Open Packet Processor
One commonly-criticized aspect of OpenFlow is the limited “match/action” abstraction, which allows
the programmer to broadly specify a flow via a header matching rule, associate forwarding/processing
actions to the matching packets, and access bytes/packet statistics associated to the specified flow.
Though simple and elegant, the original abstraction cannot fully fit the real-word needs. The initial
abstraction has therefore been enriched during the standardization process with supplementary
actions, more flexible header matching, action bundles, multiple pipelined tables, synchronized tables,
and so on. Despite the many extensions, OpenFlow devices remain “dumb”, with all the smartness
placed at the controller side. The main implication is that many (even simple) stateful network tasks
(as MAC learning operation, stateful packet filtering, outbound NAT) must be implemented on the
centralized controller. The involvement of the controller for any stateful processing and for any update
of the match/action rule leads to extra signalling load and processing delay [18].
OpenState is an OpenFlow extension that explicitly targets stateful processing in network devices. It
exposes devices’ hardware capabilities (packet processing and forwarding actions, matching facilities,
TCAMs, arithmetic and logic operations on registry values, etc.) to programmers as a sort of machinelevel “configuration” interface, hence without any intermediary compilation and adaptation to the
target (i.e., unlike the case of P4). While events and related actions are fully identified by the packet
header in OpenFlow, they also depend on the state and influence the state transitions in OpenState.
Formally, OpenState is modelled as a simplified type of eXtended Finite State Machine (XFSM), known
as Mealy Machine. A further extension, indicated as Open Packet Processor (OPP), overcomes this
limitation and implements a full XFSM model [19]. Table 2 compares the different abstraction models
of OpenFlow, OpenState, and OPP.

Table 2. Comparison among abstraction models of different OpenFlow-related data planes.
Data plane

Abstraction model

OpenFlow

T: I®O

OpenState [18]

T: S´I®S´O

OpenPacketProcessor [19]

T: S´F´I®S´U´O

Symbol

XFSM formal notation

Meaning

I

Input symbols

All possible matches on packet header
fields.

O

Output symbols

OpenFlow actions.

S

Custom states

Application-specific states, defined by
the programmer.

D

n-dimensional linear space D1´…Dn

All possible settings of n memory
registers; include both custom per-flow
and global switch registers.

F

Set of enabling functions fi: D®{0,1}

Conditions (Boolean predicates) on
registers

U

Set of update functions ui: D®

Operations
content.

T

Transition relation

Target, state, actions and register
update commands associated to each
transition.

for

updating

registers’

Figure 31 depicts the conceptual OpenState architecture. Selected fields from packet headers (which
identify the “flow”) are used as key to query the State table (1). States are arbitrarily defined by the
programmers and are used as metadata in addition to the packet header (2). The combination of
matching fields in the packet headers (3) and the current state is used to lookup the XFSM table (4),
which gives the processing actions (e.g., drop the packet, forward the packet, re-write header fields)
and the next state. The next state is then used to update the State table, so that the next packet may
be properly processed (5). Beyond the presence of two separate tables (one for storing the state and
the other for storing processing actions and state transition), the other fundamental difference with
plain OpenFlow is the sharp separation between events and flows, which is reflected in two different
lookup scopes (1) and (3).

Figure 31. OpenState architecture.

The flow identity represents the set of packets that are processed by a single OpenState program; it is
therefore associated to the current state. The flow identity is accessed by the “lookup scope” (1),
which consists of a set of header fields and matching rules. As an example, we can identify different
flows based on their source IP address. Events are associated to packet header as well, but they use a
different set of header fields and matching rules, which represent the “update scope” (3). For instance,
we can look at the current destination port. This distinction is a fundamental abstraction for
implementing a broad set of networking tasks. The MAC learning algorithm is the most straightforward
example: in fact, packets are forwarded based on their destination MAC address, whereas the
forwarding database is updated using the source MAC address.
An OpenState program consists of a set of logical states, lookup and update scopes, and transition
rules. They are pushed by the control plane in the XFSM table, while the State table is initialized with
the flow identification and the initial state. Typical network state machines also include timeout
values, to avoid stale conditions. Handling timer expiration in OpenState is trivial when it is managed
by a state lookup which retrieves an expired state and returns a DEFAULT value, but it is more complex
in case of unsolicited transitions.
Even if the Mealy Machine abstraction is already powerful (e.g., examples of applications are proposed
in OpenState SDN project), the implementation of full XFSMs requires the ability to verify run-time
conditions. Indeed, the sheer majority of traffic control applications rely on comparisons, which permit
to determine whether a counter exceeds some threshold, or whether some amount of time has
elapsed since the last seen packet of a flow. Example of possible conditions are flow statistics, queue
levels, port number, etc. Conditions can be associated to memory registers; there may be both
“global” registers, which keep aggregate information for all flows, and per-flow registers, which keep
separate counters for each flow.
Figure 32 shows the improved architecture of Open Packet Processor (OPP), which includes both
control registers and specific functions to update them. Selected packet headers are used to derive a
lookup key as for the OpenState, but the State table is now replaced by an augmented Flow context
table (1). The flow context is composed of a state and k per-flow registers (R1, … Rk) defined by the
programmer. The state and per-flow registers represent metadata that are propagated alongside the
packet header in the pipeline. A Conditional block is added to compare per-flow registers and global
variables (G1, …, Gh) to specific values, which may also be contained in packet headers (e.g., transport

ports, time-to-live, priority) (2). Formally, the Condition block corresponds to the set of enabling
functions in Table 2. The output is a boolean vector C=(c1,…, cm), which indicates whether the i-th
condition is true or false. The packet header, current state, and Boolean vector are then used in the
update scope for lookup in the XFSM table (3). The conditional bits can be masked depending on the
specific state (i.e., evaluation of a given condition may not be of interest for that state). The output of
the whole pipeline is a set of actions on the packet (4), including header manipulation (e.g., change
addresses or ports, set time to live or type of service) and forwarding behaviour (drop, forward,
duplicate, etc.). In addition, the XFSM table provide the information needed to update the per-flow
and global registers (5).

Figure 32. Open Packet Processor conceptual architecture.

While the original OpenFlow proposal builds on the recognition that several different network devices
implement somewhat similar flow tables in hardware for a broad range of networking functionalities,
the OpenState and OPP architecture require additional hardware to be present: TCAMs (for
State/Context and XFSM tables), boolean circuitry (for Conditional block), ALUs (for updating registry),
and memory registers.
Interestingly, the OpenState architecture has already been used for DDoS protection, as an alternative
approach to OpenFlow and sFlow [20]. Indeed, the main limitation of OpenFlow is the impossibility to
de-couple forwarding and monitoring (flows must be installed to monitor network counters), while
the main drawback of sFlow is the need for packet sampling, which may miss relevant events.
OpenState and OPP are specifically conceived to enhance the programmability of the hardware, hence
they do not fit well virtual machines. Compared to OpenFlow, they allow the creation of “state
machines”, which are far more powerful than stateless configuration. However, the processing
pipeline is fixed (i.e., the conceptual schemes shown in Figure 31 and Figure 32), unlikely P4 where
programmers have the possibility to declare and use own memory or registries. However, the
flexibility of P4 leverages more advanced hardware technology, namely dedicated processing
architectures or reconfigurable match tables as an extension of TCAMs, even if P4 programs may also
be compiled for eBPF in the Linux kernel (see Section A.1.3.5).

A.1.4.3 NETCONF/RESTCONF/Yang
NETCONF [21] and RESTCONF [22] are two alternative protocols to configure network devices using
tree-like data models described in the YANG language [23]. They both use a client/server approach,
where the client plays the role of “manager” and the server the role of “agent”. The conceptual
framework is shown in Figure 33. Network elements are seen as a sort of distributed configuration
database, which are managed by the NETCONF/RESTCONF protocols. There may be multiple
databases; for instance, NETCONF usually envisages three configuration sets: running, startup, and
candidate (this latter used to edit the configuration without interfering with device operation).
Configurations are described by the YANG modelling language.

Figure 33. NETCONF/RESTCONF framework.

NETCONF and RESTCONF are alternative protocols to perform the same task; they define the logical
operation and the messages to exchange between the client and the server to retrieve and modify the
configurations. They build on the experience from SNMP, by using a very similar framework for
configurations in addition to monitoring; Table 3 shows a quick comparison among the three
protocols. RESTCONF provides a simplified interface, leveraging a well-known and consolidated
transport protocol (HTTP), whereas NECONF defines its own set of RPC primitives over an SSH
connection. As shown in Figure 33, they provide similar CRUD operations. In addition, both protocols
can retrieve supported capabilities and their descriptive schemas (see below).
Table 3. Comparison of SNMP/NETCONF/RESTCONF.
SNMP

NETCONF

RESTCONF

Descriptive
language

SMIv2

Yang

Yang

Data model

MIBs

Yang modules

Yang modules

Encoding

ASN.1 BER

XML/JSON

XML/JSON

Transport

UDP

SSH

HTTP(s)

Operations

<get-config>, <edit-config>,
GetRequest, SetRequest, <copy-config>,
<deleteOPTIONS, GET, PUT, POST,
GetNextRequest,
config>, <lock>, <unlock>,
DELETE, PATCH
GetBulkRequest
<get>,
<close-session>,
<kill-session>

Notification

Traps/Inform requests

Security

Authentication:
MD5, HMAC-SHA

<notification> rpc

W3C Server-Sent Events

SSH mechanisms

SSL mechanisms

HMAC-

Encryption: CBC_DES and
CFB_AES_128

The description of the configuration uses the YANG modelling language and can be encoded in XML
or JSON. YANG is a descriptive language, which defines a syntax tailored to network environments.
The language includes built-in data types, basic structures, and the possibility to add user-define data
types. It uses a tree-like abstraction of the network, starting from the whole device and flowing down
until the most elementary configurable elements. YANG models are based on descriptive modules.

Each module schema describes configurable parameters in terms of key/values, which must be only
readable or also writable by the client. Configurations are modified by changing values in the modules
and/or adding/removing code snippets. YANG models (or, better, their schemas) can be retrieved
from three main sources:
• vendors, which provide tailored Yang modules for their devices;
• standardization bodies (IETF/IEEE), which has only produced drafts for base functions (i.e.,
interfaces and routing);
• OpenConfig, a consortium created by largest telco’s and service providers, which modules only
covers high-end equipment.

A.2

Data protection and Identity/Access Management

This section reviews the state of the art on data protection and Identity and Access Management. The
overall study is presented by means of three main sections: inputs from the scientific literature,
research initiatives coming from other international projects, and current market solutions. The
section concludes with a critical analysis of what technologies could be of interest (i.e., integrated
and/or extended) within the GUARD platform.

A.2.1

Inputs from the scientific literature

Regarding the Identity and Access Management topic, the separation between authentication and
authorization functionalities (also namely decoupled mechanism) already emerged in the scientific
literature as an effective and consolidated approach [24]. Accordingly, the authentication of users,
that is the Identity Management, and the authorization to do something within a system, that is the
Access Management, can be separately investigated.

A.2.1.1 Identity Management (authentication)
Basic authentication schemes are discussed in several works found in literature. One of the first works
on this topic can be found in [25], that describes a basic user-password authentication scheme for the
single server environment with a secure one-way encryption function implemented in the user's
terminal. Extensions of this study is found in [26][27][28][29][30] that propose password-based
authentication schemes in different scenarios. Authentication schemes are proposed in [26][27][28]
for the SIP protocol, which make use of the so-called Elliptic Curve Cryptography (ECC), a cryptography
scheme that overcomes the security flaws of the classical SIP authentication schemes. A lightweight
authentication scheme appears in [29] for Wireless Mesh Networks (WMN) that guarantees security,
rapid authentication of mobile terminals and fast switch of nodes between different wireless
networks. An evolution of such schemes is found in [31], that describes an authentication schemes
that uses both a password and a smart card. During the login phase, the user inserts the smart card
into the smart card reader and then keys the identity and the password to access services. This scheme
introduces a new functionality in the registration phase that prevents from attacks in the
authentication phase. An authentication scheme for multi-server environment is introduced in [32]; it
exploits a neural network that allows one of the servers to recognize the user in the authentication
phase. In [33] a federated architecture that preserves users’ privacy is studied, for device-centric and
attribute-based authentication. This architecture links the access of the users to devices that they
usually utilize and prevents them from remembering and using several access data for all the accounts
they must solve the password overload issue. In [34] the Persona Identity Bridge is described and
designed to allow users to authenticate and log into any website that supports Persona with their
existing email address. Persona is a decentralized authentication system for the web, based on the
open BrowserID protocol, prototyped by Mozilla, and standardized by IETF. An authentication scheme
for big data services based on ECC is proposed in [35]. The scheme is thought for body wireless area
networks, and does not make use of certificate, allowing the batch authentication of multiple clients

simultaneously. Furthermore, it is more robust towards attacks to providers since they have only
partial information on the private keys of clients. The physical layer information on the communication
channel is exploited in [36] to perform user authentication. This information provides a detailed
indication of the channel state, that can be used to identify even very small changes in the wireless
channel. Exploiting the channel state information, accurate user authentication can be performed, at
the same time distinguishing legitimate users from spoofing attackers. Three different user
authentication schemes are analysed in [37]. This study aims at showing the weaknesses of the
analysed schemes, proving their inefficiency in achieving some security goals under newer attacks and
showing that one of the three schemes can be amended by implementing countermeasures that can
fix the security and usability problems.
Many works in literature discuss authentication strategies in the cloud environment. A Privacy-Aware
Authentication (PAA) scheme is presented in [38] to solve the identification problem in Mobile Cloud
computing services. In this scheme, the mobile user accesses multiple services from different cloud
service providers using only one single private key. In [39] a signature-based approach is proposed for
cross-domain authentication in the cloud environment. This approach prevents from the proliferation
of identities associated to a single user in the cloud through the authorized transfer of user’s
identification data among clouds, at the same time protecting user’s private information from attacks.
To this end, the characteristics of blind signatures are exploited to support user verification by the
provider and protect his/her identity. A cross-domain identity authentication scheme based on group
signature appears in [40] for the cloud computing. In the proposed scheme, any member of the group
of cloud service providers generates the signature on behalf of the whole group, allowing the access
of the user in the cloud service provider, while keeping the user privacy. The scheme can also track
illegal operations of illegal users and perform joining and revocation of group members without
changing the key of other legitimate group members. The main features of a Cloud-Oriented CrossDomain Security Architecture are described in [41]. This architecture allows users with different
security authorizations to exchange information in a cloud of cross-domain services, hosted within a
federation of multilevel secure servers. In [42] a user Authentication, File encryption and Distributed
Server Based Cloud Computing security architecture is proposed for cloud computing platforms. Files
in the cloud are encrypted through algorithms in which keys are generated randomly by the system.
Thanks to distributed servers a higher security is guaranteed. Encryption algorithms are also used for
user-server communications. A Single Sign On (SSO) authentication scheme is proposed in [43] for
cross-cloud federation model. In a cloud federation different clouds cooperate to optimize
computation resources. This study discusses a technology for the authentication procedure, that
guarantees a secure federation. Federated identity management method is tackled in [44] to manage
identity processes among entities without a centralized control. Different federated identify
approaches are analysed, showing main features, and making a comparative study among them. In
this paper, the European eID solution is also presented, which is a federated identity system that aims
to serve millions of people and that could be extended also to eID companies. A performance analysis
of multi-factor authentication schemes in cloud services is presented in [45]. The two-factor
authentication process is analysed, with the use of traditional login and password mechanism as the
first factor, and the One Time Password (OTP) as second factor; furthermore, for the identity
management, the OpenID protocol that allows a Single Sign One access is considered. The progress in
Future Internet and Distributed Cloud (FIDC) testbeds are discussed in [46], where testbeds exploit
the Software Defined Network (SDN) paradigm to build virtual networks and steer traffic throughout
the virtual network/cloud environments. In SDN, a centralized controller establishes the network
behaviour and configures network devices with many flow rules, and the validity and consistency of
flow rules could guarantee the normal operations. A detailed discussion about the most important
challenges involving the FIDC testbeds is carried out, where testbeds are federated since they can
reach a greater scale, geographic reach, and technical diversity, while controlling the efforts required
to create and maintain each individual testbed. A secure and efficient mechanism to manage and
authenticate flow rules between the application layer and the control layer is discussed in [47]. The

focus of this study is how to authenticate the validity of flow rules in SDN. To this end, a fine-grained
flow rule production-permissions management model is proposed that verifies and authenticates the
validity of flow rules in SDN by avoiding fake flow rules produced by unregistered applications and
filtering out flow rules that do not respect the granted permissions of registered applications. A trust
establishment framework is studied in [48] between an SDN controller and the applications. It certifies
that the different management applications communicating with the SDN controller are always
trusted in their function. A mechanism is also discussed aiming to protect the network from
unanticipated attacks.
Authentication strategies are presented in [49][50], in the Internet of Things (IoT) domain. A survey
for authentication protocols in IoT is discussed in [49], while an authentication protocol is designed in
[50] for IoT devices in cloud computing environments, where a client retrieves a service from a server
after having successfully completed an authorization process. The proposed protocol authenticates
the client and then agrees upon a common secret session key for secure communication. An
authentication and key exchange protocol is proposed in [51], that exploits the Physically Unclonable
Functions (PUFs), that are hardware primitives providing unique identities to billions of connected
devices in Internet of Things (IoTs), the Identity based Encryption (IBE), and Key-ed Hash Functions.
Thanks to the combination of these elements, the protocol can reduce the overhead from the verifier
to store the Challenge-Response Pair database of the PUF, and security mechanism that must be used
to keep this database secret.

A.2.1.2 Access Management (Authorization)
By assuming to control the access to protected resources and services separately from the
authentication feature, the simplest approach available in the literature refers to the Identification
Based Access Control (IBAC) mechanism [52]. In this scheme, permission to use a system resource is
linked to user identity. Permissions are stored in an access matrix and a trusted party, in general the
system administrator, has the right to make all the changes in the matrix entries. The Role Based
Access Control (RBAC) approach is introduced in [53], that introduces the concept of roles of users. In
RBAC, in fact, permissions in the access matrix are linked to roles, and the association between users
and their roles is the key-requirement for controlling user access.
The very simple IBAC and RBAC approach have been extended in several directions. In [54] a collection
of the authentication schemes previously addressed is presented and called as autheNtication Based
Access Control (NBAC). The authoriZation Based Access Control (ZBAC) scheme is described in [55].
This access control model uses authorizations presented with the request to make an access decision.
In ZBAC, a user authenticates and has one or more authorizations accordingly, which can be submitted
with a request or pre-cached for the length of time they are valid. Differently from all the other
schemes previously mentioned, in ZBAC the connection among different systems is allowed and
governed through agreements between domains. An access control model, called UCON, is proposed
in [56]. This model encompasses traditional access control, trust management, and digital rights
management features. It manages a fine-grained control over usage of digital objects, being suitable
for environments that are both centrally controllable and without a central control authority.
More recently, the National Institute of Standards and Technology (NIST) formulated a concrete
solution offering fine-grained authorization, namely Attribute Based Access Control (ABAC) [57]. In
this case, the access to resources is handled by considering attributes associated to the user identity,
which significantly extends the preliminary concept of user role. The ABAC logic assumes that
resources and services are protected by means of dedicated access control policies, defined as a
combination of properties and access grants. To access a specific resource, a user must prove the
possession of a subset of attributes that satisfies the access control policy uniquely coupled with the
resource. With respect to other approaches, such as IBAC or RBAC, ABAC provides better flexibility
and scalability, allowing to create complex policies and neglecting details such as the number of
involved users. Thus, the user can access a given resource only if it demonstrates to be in possession

of a set of attributes that satisfy the access control policy uniquely associated with the resource;
otherwise, the access is denied. Sometimes, the ABAC approach is also referred to as Policy Based
Access Control (PBAC) [58] or Claims Based Access Control (CBAC) [59]. In [60] a fine-grained
management of permissions for secure sharing of APIs in multi-tenant networks is discussed.
According to the permission policy that defines APIs for multiple tenants to access OpenFlow switches
and network functions, a permission abstraction method is presented that allows administrators to
configure and dynamically adjust permissions. A controller prototype is also proposed that monitors
REST APIs calls to perform permission management. OpenFlow networks are also discussed in [61]
that proposes an autonomic and policy-based framework for access control management in OpenFlow
networks. The goal of this framework is to simplify and automate the network management by
allowing operators to govern rights of network entities by defining dynamic and fine-grained access
control policies, translate them into network configurations, and maintain the synchronization
between the security policies and the network traffic. A security architecture is presented in [62] for
SDN networks. After an analysis of the main security threats peculiar of SDN at different layers the
architecture providing defence capabilities is presented, together with an access control strategy that
adopts an attribute-based encryption method.
Many papers tackle access control and authorization issues in the cloud environment. Of course, the
aforementioned approaches are used and/or properly extended to achieve the requirements of the
targeted services. Identity and access management are discussed in [63] for the cloud environment,
explaining the related main mechanisms and challenges. A secure cloud storage service based on RBAC
is constructed in [64]. It includes also an ABAC mechanism and an Attribute-Based Encryption (ABE) in
order to define hierarchical relationships among all values of an attribute. A framework for a flexible
cross-domain access control is developed in [65]. It is based on RBAC, with a dynamic role assignment
and conversion. Other RBAC models based on trust management in cloud computing environments
are proposed in [66][67] for single and multi-domain cloud environment. A new cross-domain
authorization management model is presented in [68] for multi-levels hybrid cloud computing, which
is based on a novel role architecture. A virtual private cloud is proposed in [69] for collaborative clouds
based on security-enhanced gateways. It enables users in each private cloud to access other private
clouds in the collaboration in a secure way. Various types of access control mechanisms are compared
in [70]. All of them can be used in cloud computing environments, to give the authorization to the
users to access privileges on data and other resources. Flexible authorization credentials for cloud
services are illustrated in [71] to support decentralized delegation between principals. The Security as
a Service paradigm for virtual machines (VMs) in the cloud environment is discussed in [72]. It aims to
satisfy the security requirements of VM for communication access control, network anomaly
detection, memory monitoring, and file antivirus in Infrastructure as a Service (IaaS) platform. To this
end, a protection framework for tenant VMs is proposed, that satisfies all the abovementioned
security requirements from the outside to the inside of the VM. VMs are also analysed in cloud
computing environment in [73], where the issue of VMs migration to lightly loaded secured hosts for
load balancing purposes is discussed. Security is provided using SDN and the VM migration is carried
out using a SDN controller that maintains access control list of hosts and resource availability to
perform a secure VM migration.
Finally, access control and authorization schemes in IoT environments are the focus of some papers
found in literature. A multi-authority access control scheme is proposed in [74] for federated and
cloud-assisted Cyber-Physical Systems. This paper addresses several security issues like the decoupling
between authentication and authorization, fine-grained, offline, and time-limited authorization,
protection against collusion attacks, access rights revocation, and user privacy. In [75] a multiauthority scheme is proposed, that can solve the trust issues, attribute revocation problem, and
system failure. It is based on an attribute-based authorization and suitable for a distributed
architecture where IoT data are outsourced to cloud components. The position paper [76] identifies
relevant challenges and describes solutions for privacy and security issues in the IoT scenario. Another
overview of the state-of-the-art of different access control solutions in IoT scenario can be found

in[77], that highlights the main related challenges and new opportunities. SDN and Network Function
Virtualization (NFV) are introduced in [78] to present a hybrid access control architecture in IoT
scenarios and cloud computing. The architecture is based on the integration of Usage and Capability
based access model, to authorize legitimate network entities to access resources and to ensure better
security of these networks. The proposed architecture integrates both authorization and
authentication capabilities, so that authorized devices and users can not only access the required data
based on the level of trust, but they are authenticated as well. An SDN-based framework for network
static and dynamic access control is proposed in [79], to enhance the smart home IoT security. The
proposed approach allows the manufacturers to enforce the least privileged policy for IoT, to reduce
the risk associated with exposing IoT to the Internet and enables users to customize IoT access based
on social and contextual needs (e.g. only permits LAN access to the IoT through his/her mobile), to
reduce the attack surface within the network.

A.2.1.3 Privacy and Data Protection
Privacy and data protection are treated in different works. The reference document for the European
Community is [80], that describes in detail all the issues related to the protection of sensitive data.
Specifically, the privacy requirement is a very important issue: personal (or sensitive) data must be
ensured a high level of protection, independent on the specific technology and application adopted,
and that must be held in all cases of processing operations and procedures, data propagation and
safeguarding against threats. The distributed nature of the architecture should also guarantee a timely
synchronization of sensitive data among different repositories, to avoid conflicts due to modifications
by users and/or data owners. This implies that users and resource owners must know and control the
usage of their data and information.
In current and upcoming cyber-physical and cloud-based systems, the data protection functionality is
strictly related to authentication and authorization features. In few words, an authenticated user can
access to protected data based on its permissions. To this end, access control methodologies based
on cryptographic mechanisms are found in literature [81][82][83][84][85][86]. All these works aim at
proposing enhancements to the Ciphertext-Policy Attribute-Based Encryption (CP-ABE) approach, that
enables data owners to perform fine-grained and cryptographically-enforced access control over data,
introducing multiple attribute authorities, optimizing resource consumption and computational
overhead, increasing the efficiency in decryption and attribute revocation. The issue of data protection
in cloud computing is tackled in [24], that proposes a data protection mechanism integrating the RBAC
with the CP-ABE. Privacy-by-design frameworks are discussed in [87][88]. As described in both these
papers, privacy-by-design is an approach aiming to identify and examine possible data protection
problems when designing new technologies, and to incorporate privacy protection into the overall
design. In [89] a framework is presented, that supports a fine-grained access control, an efficient
dynamic data auditing, batch auditing, and attribute revocation through a variant of the CP-ABE
algorithm. A decentralized CP-ABE access control scheme is proposed in [90], that preserves privacy.
It is suitable for cloud storage systems, where multiple attribute authorities can work independently
without any coordination among them, and without any centralized authority. A cross-layer
architecture is proposed in [91]. It provides users with a pseudonym abstraction that represents a set
of activities linked to the user, so that users are able to control and use many, indistinguishable
identities, giving to the user a control over which activities can be linked at remote services and which
cannot be. In [92] an application is found, based on an architecture that offers an anonymous way to
provide online social network users with privacy preserving online identities. A hybrid privacy
protection method is illustrated in [93] for a cloud-based environment. This method is based on key
policy-attribute-based encryption (KP-ABE) and CP-ABE, where privacy information is encrypted based
on user attributes and cloud service type. Authentication and authorization services are described in
[94][95][96][97] for IoT [94][96], WLAN [95] and cloud [97] platforms through the OAuth 2.0
framework, which is an open protocol, based on a web architecture, that allows secure authorization
in a simple and standardized way from third-party applications accessing online services.

Specifications for authentication and authorization in IoT are addressed in [98], where a framework is
defined that also includes OAuth 2.0 to make an authorization solution suitable for constrained IoT
devices. The main challenges and opportunities for mutual authentication and authorization of users
and services in a cross-domain environment are described in [99], in an environment composed by
different heterogeneous systems. Also, the patent [100] focuses on a multi-domain authorization and
authentication method in a computer network. Finally. A nice survey can be found in [101], that
addresses security and privacy issues in the IoT scenario with the integration of fog/edge computing.
The study carried out in [102] aims at demonstrating that many technologies and standards supporting
confidentiality-and integrity-based (C-I) security controls, concerning both data-at-rest and data-intransit and focused on encryption, may be ineffective against the adversarial actors and trusted
entities. This is testified by the description of mechanisms allowing to transparently access
information, in a real-time fashion without the tenant knowledge and with negligible performance
impact to the tenant. Several mitigations that can increase privacy are finally described. An SDN
security model is proposed in [103] to protect communication links from sensitive data leakages. It
adopts a solution aimed at increasing the complexity and uncertainty for attackers, by hiding to them
sensitive information that can be used to launch different types of attacks. The proposed security
model protects user identities contained in transmitted messages in a way that prevents network
intruders from identifying the real identities of senders and receivers. An access control scheme that
combines attribute-based encryption and attribute-based signature, called as Attribute-Based
SignCryption (ABSC), is proposed in [104]. The goal of ABSC is to provide a fine-grained access control
and anonymous authentication simultaneously. The scheme is extended for multi-authority cloud
storage system, to distribute the attribute management among many authorities while keeping
confidentiality, anonymous authentication, and public verifiability of sensitive data. An ABE scheme is
proposed in [105] with time-domain information and thought for multi-authority outsourcing. It
integrates a method of dynamic policy updating for secure data acquisition and sharing in the IoT
scenario and making use of edge computing, which aims to move the computing and storage resources
near the data source, thus improving the response time and saving bandwidth. Time-domain
information is added in the encryption algorithm, and computation is outsourced to edge nodes to
enhance security and performance, according to the edge computing paradigm.

A.2.2

Research initiatives

There are many projects focusing on security issues. COMPOSE [106] and OpenIoT [107] are two FP7
projects in which authentication and authorization issues have been tackled by using a centralized
solution. The ADECS project developed novel cryptographic techniques that are adjusted to the
security requirements of modern application. It developed encryption systems for private and secure
voice communication for mobile phones using Android and Apple iOS platforms [108]. The SPAGOS
project provided security and privacy-awareness in the provision of eGovernment Services [109]. The
Bio-Identity project designed and implemented a secure authentication system based on multimodal
biometric characteristics, which allow the replacement of inherently weak passwords and PINs with
strong high entropy biometric signatures [110]. The Assure UK project developed a pilot-ready identity
and attribute verification and exchange service for the UK commercial market [111]. Other relevant
solutions regarding authentication and authorization aspects have been also conceived in Achieving
The Trust Paradigm Shift (ATTPS) [112] and ABC4Trust [113] projects.
Regarding more research activities, the ASTRID project is developing additional components for
identity management and access control, to enable seamless and secure interconnection with external
components. The management of authentication, authorization and access control to the different
components of the data plane are performed in the control plane [114]. The RECRED project designed
and implemented mechanisms that anchor all access control needs to mobile devices that users
habitually use and carry. It also built an integrated next generation access control solution [115]. A
very interesting approach has been conceived in symbIoTe project, which provided an abstraction
layer for a unified control view on various IoT platforms and respective sensing/actuating resources.

It implemented a security framework to protect the access to resources exposed across federated IoT
platforms [116].

A.2.3

Reference Standard and relevant Market Solutions

In the security context, different open standards and market solutions deserve to be mentioned. Fast
Identity Online Alliance is a non-profit organization formed with the goal to address the end user
problem of creating and remembering multiple credentials [117]. In order to provide a stronger
authentication, it employs protocols based on public key cryptography. OpenID Foundation enables
relying websites to dedicate their authentication mechanisms to trusted identity provider websites
[118]. This allows users to authenticate once with the identity provider and subsequently to be able
to access all the relying services under the same OpenID identifier. OAuth is an open standard for
authorization [119]. It allows applications to secure access to a server’s resources on behalf of a
resource owner. Its evolution is the OAuth 2.0 authorization framework [120]. Another open standard
for access control is XACML. It defines a fine-grained ABAC system, a policy language, an architecture,
and a processing model that defines how to evaluate access requests according to the rules defined
in policies. Also, RBAC policies can be implemented in XACML as a specialization of ABAC [121].
There are some free identity management and/or access control solutions. Idemix is a cryptographic
protocol suite that performs identity management and protection through anonymity. It allows users
to make several transactions without revealing that they are performed by the same entity [122].
OpenDaylight is a modular open platform for customizing and automating networks. It has identity
management and access control functionalities, and uses a token-based mechanism for
authentication, authorization, and access control. The platform is focused on network
programmability, and is very flexible, since it can support a wide variety of use cases and network
environments [123]. KeyCloak is an open source identity management and access control solution. It
supports different standard protocols (like OpenID Connect, OAuth 2.0 and SAML 2.0), customized
password policies, SSO property to login once to multiple applications, and connections to existing
user directories through LDAP and Active Directory [124]. Another identity and access management
solution is WSO2 Identity Server. It supports SSO, identity federation and administration, strong
authentication, account management, and fine-grained access control. It is also able to connect with
cloud and other third-party systems [125]. OpenUnison is an open source identity management
solution that provides multiple authentication ways, integrates with all the sources storing identity
data, and is highly customizable [126].
There are also commercial solutions in the same context. 1Password, developed by Agilebits, is a
password manager for access control. It records the user access data for apps, websites and online
accounts in an easy way, allowing the user access by a unique password. This solution can be tried for
free, for a limited time period [127]. WAYF, Where Are You From, is a Denmark's identity federation
for research and education. It performs identity management by enabling digital identities issued by
academic institutions to be used outside of the institutions own login systems. The service is free only
for identity providers belonging to the Danish NREN organization [128]. Avatier is an identity
management and access control suite made by several independently-licensed identity and access
management products that provide automation and self-service capabilities by managing the Internet
to all identities, access to systems and cloud subscriptions, passwords, groups, and accountability. It
can be tried for free for a limited time period [129]. Bitium is an identity management and access
control solution for cloud computing. It manages and secures apps, users and directories and performs
secure and multi-factor authentication and secure integration with multiple identity sources. It can be
tried for free for a limited time period [130]. Layer7, Fischer Identity, Forgerock, Idaptive, NetIQ, Okta,
Onelogin, Optimal IdM, Ping Identity, SecureAuth, Simeio, Ubisecure, and Tools4Ever are identity
management and access control solutions, also called as Identity and Access Management (IAM)
solutions, with several capabilities of strong authentication, SSO, identity management, connection to
multiple directory services and mobile security management, certificate management, reporting and

analytics. Most of these solutions are suitable for both cloud and on-premise applications. All these
solutions can be tried for free for a limited time period, or in a demo mode with limited functionalities
[131][132][133][134][135][136][137][138][139][140][141][142][143]. CrossMatch is an identity
management solution that manages also biometric identities. It has mainly multi-factor authentication
and ID management capabilities. It can be tried for free for a limited time period [144]. Also RSA
SecurID Suite is an identity management and governance suite that comprises also solutions for
biometric authentication, together with other features like multi-Factor authentication and identity
governance [145]. RapidIdentity is another identity management and access control solution that
includes also solution for the healthcare clinical workflow. Like the other IAM solutions, it provides
multi-factor authentication, SSO, password and access management. It can be tried for free for a
limited time period [146]. Omada, One Identity are IAM solutions designed for business users. They
provide Extensible IAM capabilities, policy management, RBAC and other assignment policies, access
certification, and analytics/reporting features [147][148]. Oracle Identity Management is an identity
governance solution that provides access and role management, analytics and account management
[149]. Another identity management and directory service solution is Radiant One, a suite of products
that perform identity integration based on identity virtualization technologies, the use of LDAP
directory store, identity correlation for a unified view of identity data across multiple systems, a cloud
federation service. This solution can be tried as a demo for a limited time period [150]. Duo Security
is a Cloud-based user authentication vendor [151]. FusionAuth is an identity management and access
control solution that adds authentication, authorization, user management, reporting, analytics [152].
The National Strategy for Trusted Identities in Cyberspace (NSTIC) describes four principles to help
individuals and organizations to utilize secure, efficient and interoperable identity credentials to
access online services [153]. Microsoft’s U-Prove is a cryptographic technology that allows users to
minimally disclose personal information when interacting with online resource providers [154].
Another commercial solution is Amazon Cognito, a service that provides authentication, authorization,
and user management It can create unique identities for users, authenticate them with identity
providers, and save mobile user data in the Cloud [155]. Another interesting commercial solution is
Axiomatics, a dynamic authorization suite that implements fine-grained attribute-based access control
mechanisms [156].

A.2.4

Candidate technologies and missing gaps

The GUARD project is called to jointly offer authentication, authorization, and data protection. Given
the heterogeneity of services and involved entities, it is possible, at the time of this writing, to think
about the possibility to implement an access control mechanism based on the ABAC logic. It will
guarantee a nice level of flexibility, well seen by researchers and industries worldwide. To this end, all
the open source technologies reported in Section A.2.3 could be considered solutions of interest
during the next activities of the project. Regarding the authentication aspect, instead, there could be
the need to have a logically centralized Identity Manager that authenticates users, services, and any
other logical entity belonging to the GUARD architecture. Also, in this case, the current literature offers
many opportunities to implement Identity Management. Nevertheless, in order to effectively achieve
the decoupling of both authentication and authorization functionalities, the technologies to be
integrated within the GUARD project should be properly selected in order to meet the following
simplified methodology:
1. users, services, and any other logical entity implementing specific algorithms and procedures
must be authenticated by an Identity Manager;
2. the Identity Manager must release an authentic token storing the attributes associated to the
authenticated users, services, and any other logical entity;
3. users, services, and any other logical entity could use these tokens for performing authorization
procedures in the future.

It is important to remark that the usage of open standards, like XACML, is recommendable for offering
the opportunity to dynamically manage access policies. Among the other solutions already available
in the current state of the art, the security framework developed within the H2020 SymbIoTe project
could be investigated and evaluated for a possible integration in GUARD because of its native ability
to offer the security requirements in a multi-domain, multi-tenant, and cloud-based environment.
Finally, regarding the data protection all the ABE-based approaches could be considered as candidate
technologies for the project.

A.3

Machine learning and other techniques for threat detection

Threats against modern ICT networks are continuously emerging and becoming ever more diverse.
Reasons for this are adversary’s increasing capabilities and evolving techniques to attack ICT systems.
Furthermore, the increasing diversity in today’s networks leads to an increasing number of
vulnerabilities that can be exploited by attackers. Highly developed security software and intrusion
detection systems (IDS) should be capable of detecting attacks fast and therefore reduce the time for
attackers to harm network components, software, and sensitive data, and thus mitigate the damage.
Machine learning methods are promising to fulfill such requirements. In this section we survey the
state-of-the-art regarding machine learning and other techniques for threat detection, including
examples of research initiatives current market solutions and goals of the GUARD project to fill
research gaps in this area.

A.3.1

Scientific literature

A.3.1.1 Methods for detection of attacks and threats
Like other security tools, intrusion detection systems (IDS) aim to achieve a higher level of security in
information and communication technology (ICT) networks. Their primary goal is to timely and rapidly
detect invaders, so that it is possible to react quickly and reduce the caused damage. In opposite to
Intrusion Prevention Systems (IPS), which are able to actively defend a network against an attack, IDS
are passive security mechanisms, which only allow to detect attacks without setting any
countermeasures automatically [157][158].

IDS categories
IDS are roughly categorized as host-based IDS (HIDS), network-based IDS (NIDS), and hybrid or crosslayer IDS [159][160].
HIDS are the initial form of IDS and have been invented for the purpose of securing military mainframe
computers. Similarly, to simple security solutions such as anti-viruses, this sort of IDS has to be
installed on every system (host) in a network that should be monitored. While HIDS deliver specific
low-level information about an attack and allow comprehensive monitoring of a single host, they can
be potentially disabled by, for example, a Denial of Service (DoS) attack, because if a system is once
compromised also the HIDS is.
NIDS monitor and analyze the network traffic of a whole network. The optimal application of NIDS
would be monitoring inbound as well as outbound traffic. However, this might create a bottleneck and
slow down the network. For monitoring a whole network with a NIDS, already one single sensor-node
is sufficient and the functionality of this sensor is not affected, if one system of the network is
compromised. A major drawback of NIDS is that if the NIDS’s bandwidth is overloaded a complete
monitoring cannot be guaranteed, because some network packets, and therefore possibly essential
information, might be dropped.
Cross-layer and hybrid IDS combine different methods. Hybrid IDS usually provide a management
framework that combines HIDS and NIDS to reduce their drawbacks and make use of their advantages.
Cross-layer IDS aim to maximize the available information, and therefore raise the detection capability

to an optimum level and minimize the false alarm rate at the same time. Therefore, various data
sources, such as log data and network traffic data, can be used for intrusion detection. Especially
lightweight solutions that work resource-efficient are required. A high data throughput is important
to enable real time analysis and evaluation of the collected information and thus timely detection of
attacks and invaders.

A.3.1.2 Types of attacks and threats
There are various taxonomies and characteristics of the types of threats and attacks. Based on the
detailed classification presented in [161], we can define the following two main criteria of the
categorization of threats in ICT systems:
• techniques of attack criterion, and
• threat impact criterion.
A.3.1.2.1

Attack Technique Criterion

Based on the attack techniques criterion, the following popular models may be used for the
classification of threats:
Three Orthogonal Dimensional Model - was defined by Ruf et al. in [162]. In this model, the threat
space is decomposed into sub-spaces according to three orthogonal dimensions (motivation,
localization and agent). Threat agent imposes the threat on a specific asset of the system which is
represented by human, technological, and force majeure. Threat motivation is the creation of the
threat and may be deliberate or accidental. Finally, threat localization is the origin of threats, either
internal or external.
Hybrid C3 Model was developed by Geric et al. in [163]. In this model, three major criteria are
considered, namely (i) frequency of security threat occurrence, (ii) area affected by the threat
(network nodes, users' personal data, communication channels, data, operation system), and (iii)
threat’s source.
Pyramid Model presented in [164], where the threats are classified based on the following factors: (i)
attackers’ prior knowledge about the system hardware, software, employees and users; (ii) critical
system components which might be affected by the threat; and (iii) damage (loss) in the system or
organization (privacy, integrity…).
The Cyber Kill Chain was defined by Lockheed-Martin [165]. It splits cyber-attacks into 7 phases: (i)
Reconnaissance, (ii) Weaponization, (iii) Delivery, (iv) Exploitation, (v) Installation, (vi) Command and
Control, and (vii) Actions on Objective.
A.3.1.2.2

Threat Impact Criterion

Based on the analysis of the observed or potential threat impacts, the following two popular models
have been developed:
STRIDE Model [166] developed by Microsoft which allows the characteristics of the known threats
according to the goals and purposes of the attacks (or motivation of the attacker). The STRIDE acronym
is defined based on the Spoofing identity, Tampering with data, Repudiation, Information disclosure,
Denial of service, and Elevation of privilege. It is a goal-based approach, where an attempt is made to
get inside the mind of the attacker by rating the threats against.
ISO Model (ISO 7498-2) [167] defines five major security threats impacts and services as a reference
model: destruction of information and/or other resources, corruption or modification of information,
theft, removal or loss of information and/or other resources, disclosure of information, and
interruption of services.

A.3.1.3 Methods for detecting known attacks and threats
Detection of some threats may be based on the prior knowledge of the characteristics of the attack
and the potential threat impact. Such threats are referred to as "known" threats, because they have
been already identified and studied before. Most of the detection methodologies of known threats
are signature-based (sometimes defined as knowledge-based) techniques [168].
SD - Signature-based detection (knowledge-based)
Signature-based detection is based on the comparison of the suspicious payload with specific patterns
of known attacks ,i.e., signatures. Depending on the type of IDS, the signatures can correspond to
different types of data, e.g., byte sequences in network traffic, known malicious instruction sequences
used by malware, etc.
It is assumed in SD scheme that malware can be defined by patterns. Signature-based detection is the
most popular technique for IDS systems. However, there are several disadvantages of using SD, such
as:
• Susceptible to evasion - since the signature byte patterns are derived from known attacks,
these byte patterns are also commonly known. Hence they can be evaded by using obfuscation
or polymorphic techniques that alter the attack’s payload, such that signatures no longer apply.
Those methods can be easily used for computer malware, less so in the case of network attacks.
Network attacks or exploits usually take advantage of bugs or vulnerabilities found in software
and are bounded by specific application protocols. Nevertheless, the threat is present [169].
• Zero-day attacks - since the signature-based IDS systems are constructed on the basis of known
attacks, they are unable to detect unknown malware, or even variants of known malware.
Therefore, without accurate signatures, they cannot effectively detect polymorphic malware
[170], which means that SD does not provide zero-day protection. Signature-based detectors
use separate signatures for each malware variant. Hence, the volume of the database of
signatures grows exponentially.
Automated signature generation.
SD methodologies are effective and fast in the detection of known attacks and threats [171]. However,
the generation of new signatures in SD is difficult and it is usually performed manually by experts. The
experts must analyze the attack, identify invariant fragments in the involved flows using their
understanding of the attacked application and exploited vulnerability. They also construct a signature
which - due to the involved knowledge - fully identifies the threat. Manual generation of the signatures
is a time-consuming process. The provided experiments show, that in that time over 90% of vulnerable
systems can be “successfully” infected. Therefore, automated signature generation tools are used in
IDS systems to limit the propagation of a new threat in an early phase, until a manually created
signature is available and can be included in the rule sets permanently [172]. These systems work by
searching for common features of suspicious flows, not seen in normal, benign traffic. Looking for
common characteristic traits of different malicious activities is not specific to worm detection - it is a
basis of detection systems in other security applications as well, see e.g. [173]. The syntax of generated
signatures is generally based on the language provided by the system Snort [174]. Several systems for
automatic generation of signatures of zero-day polymorphic worms have been developed: Autograph
[175], Polygraph [176], Nebula [177], Hamsa [178], Lisabeth [179]. Most of them apply relatively
simple (computationally inexpensive) heuristic approaches. Another solution is proposed in [180]. The
generation of multi-set type signatures is formulated as an optimization problem. The specialized
version of a genetic algorithm (GA) is used to solve it.
Signature-based detection in IDS belongs to a wider class of methodologies referred to as Threat
Intelligence [181]. Threat intelligence is frequently used in Security Information and Event
Management (SIEM), antivirus, and web technologies such as algorithms inspired by human immune
system for detection and prevention of web intrusions [182][183]. In those algorithms, malware

samples can be used to create a behavioral model to generate a signature, which is served as an input
to a malware detector, acting as the antibodies in the antigen detection process. In case of malicious
botnets, a new trend is to use alternative communication channels, i.e., DNS-tunneling or HTTP
instead of IRC to connect command & control (C&C) servers and infected hosts [184].
Another group of methodologies is stateful protocol analysis (SPA). SPA (specification based) uses
predetermined profiles that define benign protocol activity. Occurring events are compared against
these profiles, to decide if protocols are used in the correct way or not. IDS based on SPA track the
state of network, transport, and application protocols. They use vendor-developed universal profiles,
and therefore rely on their support [185].
Intruder traps [186] are set for attackers to prevent data or system infection. The traps may include
honeypot systems which are often employed to detect, deflect or counteract attempts of
unauthorized use of information systems.
Classification Machine Learning (ML) techniques based on supervised learning are successfully used
to data classification, taking into account the unique set of features. Those methodologies may be
used for detection of known threats using their characteristics for the generation of the validation and
testing sets in the learning process. However, together with the other ML techniques, they are much
more useful in the detection of anomalies and unknown attacks and will be characterized in the next
section.

A.3.1.4 Identification methods of unknown threats and attacks
All “known threat” detection methodologies defined in the previous section can only detect previously
known attack patterns using signatures and rules that describe malicious events and are thus also
called black-listing approaches. Known threats can sometimes slip past even the best defensive
measures, which is why most security organizations actively look for both known and unknown threats
in their environment.
Unknown threats and attacks are not recognized by the IDS based on the collected attack knowledge.
One of the possible reasons is that the attacker may use brand-new methods or technologies. The
“unknown threat” methodologies allow detection of previously unknown attacks, however often with
high false positive rate [187]. The core class of the “unknown threats” detection methodologies is
anomaly-based detection (AD). AD (behavior based) approaches learn a baseline of normal system
behavior, a so-called ground truth. Against this ground truth all occurring events are compared to
detect anomalous system behavior. AD techniques permit only normal system behavior, and are
therefore also called white-listing approaches. While black-listing approaches are usually easier to
deploy, they depend on the support of vendors. They mostly cannot be applied in legacy systems and
systems with small market shares; those are often poorly documented and not supported by vendors.
A.3.1.4.1

Detectable System anomalies

There exist different types of anomalies that can indicate malicious system behavior [188][189][190]:
Point anomaly is the simplest form of an anomaly and is often also referred to as outlier, i.e. an
anomalous single event. This could be, for example, caused by an anomalous event parameter, such
as an unexpected login-name or IP-address.
Contextual anomaly is an event that is anomalous in a specific context, but it might be normal in
another one. This could, for example, be a system login from an employee outside working hours,
which would be normal during normal working time.
Collective/frequency anomaly usually origins in an anomalous frequency of a usually normal single
events. In an ICT network this could be a database dump, which could be caused by a SQL-Injection.
During a database dump, a large number of log lines that refer to normal SQL-Queries are generated.
In this case, the single lines are normal, but their high frequency is anomalous.

Sequential anomaly represents an anomalous sequence of single events usually categorized as
normal. In an ICT network a sequential anomaly can be caused for example by violating an access
chain. For example, a normal database server access is usually only allowed via a firewall and a Web
server. Therefore, it would be malicious, if someone accesses the database server directly, without
accessing the Web server.
A.3.1.4.2

Log-based system behavior modeling

Template Generation - Other than network traffic, that usually provides well-structured values that
are suitable to be automatically processed by machine-learning algorithms, log data consists of
unstructured messages that are primarily designed to be human-readable. Accordingly, it is necessary
to preprocess log data to compensate the lack of semantical information and to extract relevant
values. Thus, templates and parsers are required to produce patterns that allow automatic extraction
of such information [191].
Template and parser-generators are algorithms that analyze unstructured log data and identify static
parts that indicate particular events, and variable parts that represent parameters. Several techniques
for generating such templates have been developed in the past. One of the earliest popular
approaches is SLCT [192] that counts the occurrences of tokens in a log file and generates patterns
corresponding to log events. Thereby, tokens that occur more often than a user-defined threshold
remain as static parts of the patterns, while all other tokens are replaced with wildcards. Another
possibility to generate log templates is through partitioning, i.e., grouping large numbers of log lines
into clusters based on their similarities. IPLoM [193] achieves this by partitioning log lines based on
their number of tokens, token positions with small numbers of unique words, and tokens that
frequently occur together.
Time-series analysis - Once individual log lines have been allocated to abstract log event classes using
templates, more advanced analyses are able to capture the dynamic properties of the system
behavior. Most of the existing approaches count the event occurrences within time-windows and
apply methods from time-series analysis for modeling and prediction. Landauer et al. [194] generate
sequences of log clusters that represent the evolution of the system over time. By constantly
predicting the expected cluster states in the near future, their algorithm is able to recognize deviations
from the normal system behavior. He et al. [195] compute an event count matrix and compare
clustering, PCA, and invariants mining with respect to their anomaly detection capabilities.
The reason this kind of analysis works well is that most types of computer systems involve many
scheduled and periodically recurring tasks. Even human activity that is captured by log data usually
follows certain timed patterns, e.g., daily or weekly cycles. Accordingly, the properties of affected log
events are highly predictable and thus suitable for the detection of anomalies.
A.3.1.4.3

Anomaly detection algorithms

Artificial Neural Networks (ANN) - Input data activates neurons (nodes) of an artificial network,
inspired by the human brain. The nodes of the first layer pass their output to the nodes of the next
layer, until the output of the last layer of the artificial network classifies the monitored ICT networks'
current state [196].
Bayesian Networks - Bayesian networks define graphical models that encode the probabilistic
relationships between variables of interest and can predict the consequences of actions [197].
Clustering - Clustering enables grouping of unlabeled data and is often applied to detect outliers [198].
In particular, clustering can successfully support filtering defence mechanisms [199] in case of DDoS
attacks. Robust clustering techniques such as density-based clustering, subspace clustering can be
used for evidence accumulation for classifying flow ensembles in traffic classes. One and multi-stage
techniques can be investigated. The two-stage algorithm that works on single-link packet-level traffic
captured in consecutive time-slots is presented in [200]. In the first stage, the changes in traffic

characteristics are observed and at each time-slot, traffic is aggregated using multiple criteria (source
and destination IPs, network prefixes, traffic volume measurements, etc.). Flows containing possible
attacks are passed for processing to the next stage that employs the clustering techniques and applies
them to the suspicious, aggregated flows from stage one.
Graph clustering - A graph is generated based on a malware data analysis and a graph clustering
technique [201] can be used to derive common malware behavior. The method to generate a common
behavioral graph representing the execution behavior of a family of malware instances by clustering
a set of individual behavioral graphs is proposed in [202]. To speed up the malware data analysis by
reduction of sample counts, generic hash functions are applied. The generic hash function for portable
executable files that generates a per-binary specific hash value based on structural data found in the
file headers and structural information about the executables section data is described in [203].
Decision Trees - Decision trees have a tree-like structure, which comprises paths that lead to a
classification based on the values of different features [204].
Hidden Markov Models (HMM) - A Markov chain connects states through transition probabilities.
HMM aim at determining hidden (unobservable) parameters from observed parameters [205].
Support Vector Machines (SVM) - SVM construct hyperplanes in a high- or infinite- dimensional space,
which can then be used for classification and regression. Thus, similar to clustering, SVM can, for
example, be applied for outlier detection [206].
Ensemble learning - Combination learning based AD (also known as Ensemble methods) combine
several methods for their decision. For example, one can include five different classifiers and use
majority voting to decide whether a datum should be considered an anomaly [207].
Self-learning - Self-learning systems usually learn a baseline of normal system behavior during a
training phase. This baseline serves as ground truth to detect anomalies that expose attacks and
especially invaders. Generally, there are three ways how self-learning AD can be realized [208]:
• Unsupervised - This method does not require any labeled data and is able to learn to distinguish
normal from malicious system behavior during the training phase. Based on the findings, it
classifies any other given data during the detection phase.
• Semi-supervised - This method is applied when the training set only contains anomaly-free data
and is therefore also called “one-class” classification.
• Supervised - This method requires a fully labeled training set containing both normal and
malicious data.
These three methods do not require active human intervention during the learning process. While
unsupervised self-learning is entirely independent from human influence, for the other two methods
the user has to ensure that the training data is anomaly free or correctly labeled. However, it might
be difficult to provide training data for semi-supervised learning and even harder for supervised
approaches.

A.3.2

Current market solutions and research initiatives

Gartner's analysis of worldwide spending on information security products and services, predicts $
124 billion in 2019 (8.7% increase with respect to 2018). This is part of a consolidated trend of the last
years for all related market segments (Application security, Cloud security, Data security, Identity
Access Management, Network Security Equipment, Infrastructure Protection, etc.), and has been
accompanied by the awareness that businesses need more adaptive, contextually intelligent security
solutions based on Zero Trust Security approach. Even more impressive are the forecasts for
cybersecurity investments in 2019 [209], about 6x related to 2018!
The most important factor for this impetuous grow is the introduction at all levels of AI and machine
learning applied to cybersecurity. There are already many companies looking to use Machine Learning

in their products. This is especially true for companies that process, analyze and archive data. A good
example would be AntiVirus companies, which try to use machine learning to teach algorithms how
to detect potentially harmful software. This largely improves the heuristic functionality of that type of
software and, given the way attackers change their malicious software and implement new
technologies to obscure their payloads, the use of machine learning is absolutely necessary.
Below we present a not exhaustive list of some projects or companies that stand out for the
innovativeness and effectiveness of their solutions.
AECID [210][211] (TRL: 3-6, depending on the component), which stands for Automatic Event
Correlation for Incident Detection, is a research prototype that implements anomaly detection
developed by AIT. AECID monitors textual computer log data. AECID applies semi- and unsupervised
self-learning, to learn a system’s normal behavior and initialize and configure different detectors. It
can be either deployed centrally on a single host, or in distributed form using several AMiner
[212][213] (TRL: 7) instances to fully monitor a network.
The AMiner is a light-weight host sensor, which operates similarly to a HIDS requiring only a minimum
of resources. It leverages a tree-like parser model that reduces complexity for parsing from O(n), when
using regular expressions, to O(log(n)). Additionally, the tree-like parser structure enables fast access
to the information stored in log lines. Furthermore, the AMiner can apply a wide range of different
detectors to reveal anomalies.
AECID-Central (TRL: 3) is a toolbox that comprises sophisticated plug-ins and add-ons, such as a parser
generator AECID-PG [214] (TRL: 4) and a rule generator that, for example, allows to correlate different
events of a host or across different clients, i.e., different AMiner instances. Furthermore, AECID
supports message queues, such as Kafka, and it is easy to interface AECID with existing and commonly
applied security solutions, such as SIEMs.
BlackBerry Artificial Intelligence and Predictive Security
BlackBerry [215] is quickly transforming itself into a cybersecurity company focusing on AI and
machine learning to protect the entire attack surface of an enterprise with automated threat
prevention, detection, and response capabilities. The recent acquisition of Cylance goes in the
perspective of improving internal AI and machine learning expertise on these crucial topics. BlackBerry
Cylance has built one of the largest native AI platforms in the security industry, enabling it to offer a
portfolio of solutions ranging from enterprise endpoint protection, detection, and response, to smart
antivirus for consumers, to OEM solutions. Thanks to this approach, the BlackBerry Cylance AI Platform
claims to deliver a predictive advantage against never-before-seen malware of 25 months on average,
before it appears online. Using an advanced mathematical process, BlackBerry Cylance is able to
identify what is safe and what is a threat and by coupling math and machine learning with the
understanding of a hacker’s mentality, BlackBerry Cylance provides the technology and services to be
truly predictive and preventive against advanced threats.
Absolute
Absolute [216] is a company focused on endpoint security, serving as the industry benchmark for
endpoint resilience, visibility, and control. An internal study found that 70% of all breaches still
originate on the endpoint and that investing on more security tools does not protect enterprises from
threats due to critical endpoint security solutions. The solutions provided by Absolute allow
maintaining total visibility and control over every device and endpoint agent, whether endpoints are
on or off the network, identifying and remediating data at-risk with automated workflows able to
regenerate controls, apps, and agents on any endpoint. Absolute is always-connected to every
endpoint, unlike traditional endpoint security solutions that are constrained by network dependencies
and contingent upon healthy endpoint agents. Embedded in over one billion endpoint devices,
Absolute delivers intelligence and real-time remediation capabilities that equip enterprises to stop

data breaches at the source, giving enterprises highly assured asset intelligence, endpoint hygiene and
continuous compliance.
CrowdStrike
Crowdstrike [217] recently made headlines for the discovery of Russian hackers on the servers of the
US Democratic National Committee. The Falcon Platform is the Crowdstrike’s cloud-native
cybersecurity solution designed for endpoint protection, based on machine learning detection of
advanced threats. It is flexible and modular. Each module is implemented with a single endpoint agent
cloud based management console. CrowdStrike claims their platform detects all attacks types, even
malware-free intrusions, providing five-second visibility across all current and past endpoint activity
while reducing cost and complexity for customers. The Falcon sensor records and stores events and
puts them into context. Events recorded by the Falcon sensor are streamed to the cloud and stored in
a graph database. The CrowdStrike graph database – known as the Threat Graph – is designed to
quickly return results for all queries, regardless of the size or the amount of data in the database.
CrowdStrike’s Threat Graph provides real-time analysis of data from endpoint events across the global
crowdsourcing community, allowing detection and prevention of attacks based on patented
behavioral pattern recognition technology.
Hunters.AI
Hunters.AI [218] is a startup that pioneers autonomous AI-driven threat hunting, intercepting
sophisticated attacks with proactive and continuous threat hunting. Its autonomous system connects
to multiple channels within an organization and detects the signs of potential cyber-attacks. What
makes this company very interesting is their innovative approach to creating AI- and machine learningbased algorithms that continually learn from an enterprise’s existing security data. Hunters.AI
provides a fully automated hunting machine that continuously searches for breaches and provides
high-fidelity, context-rich attack stories with forensic insights into attack location, path, target, and
impact. Hunters seamlessly connects and analyzes your live data feed from existing multidimensional
sources without duplicating your data, installing agents, or running scanners.
Trend Micro
The company claims to have the most advanced threat intelligence network in the world. Trend Micro
[219] develops enterprise security software for servers, containers, cloud computing environments,
networks, and endpoints. Its solutions focus on three main pillars: Hybrid Cloud Security (to secure
physical, virtual, cloud and container environments more efficiently with a single automated solution
with improved visibility and control), Network Defense (detects and protects against known and
unknown vulnerabilities thanks to intergenerational protection techniques), and user protection
(endpoint security, email security, Web security). The information is constantly enhanced by results
form big data analyses and machine learning to locate where threats are coming from.
MobileIron
The MobileIron framework [220] for secure mobility tries to respond to this question: why does mobile
security still heavily rely on passwords, which are essentially from the Stone Age of Information
Technology? The answer MobileIron proposes is its zero sign-on solution, which is based on the
industry’s first mobile-centric, zero trust security framework that verifies every user, device,
application, network, and threat before granting secure access to business resources. Zero sign-on built on the company’s unified endpoint management (UEM) platform - eliminates passwords as the
primary method for user authentication, making the mobile device the ID and secure access to the
enterprise. This allows users to access any app or service from any location or device without the
hassle and security vulnerabilities of passwords.
SISSDEN

The SISSDEN [221] (Secure Information Sharing Sensor Delivery Event Network) project is a HORIZON
2020 project financed by the EU Commission in the context of the call H2020-DS-2015-1 (Digital
Security: Cybersecurity, Privacy AND Trust) and topic DS-04-2015 (Information driven Cyber Security
Management). The goal of the project is to improve cybersecurity posture of EU organizations and
citizens through the development of increased situational awareness and the effective sharing of
actionable information. The SISSDEN sensor network is composed of VPS provider hosted nodes
(procured at a cost from the VPS providers) and nodes donated to the project by third-parties acting
as endpoints. Attack traffic directed at IP addresses assigned to the VPS nodes is delivered via these
transparent layer 2 tunnels to corresponding VMs in the datacenter which run the actual honeypots
themselves, in the form of dockerized containers. The honeypots in the datacenter then respond to
attacks with the tunneled IP addresses from the VPS nodes. From the point of view of the attacker,
this tunneling is invisible and it appears that all network communications is coming from the VPS nodes
themselves. SISSDEN will provide free-of-charge victim notification services, and work in close
collaboration with Law Enforcement Agencies, national CERTs, network owners, service providers,
small and medium-sized enterprises (SMEs) and individual citizens.
NPC
The goal of the NPC project [222] is to develop a comprehensive, integrated system for continuous
monitoring, detection, and warning of threats identified in a near real-time in the Polish cyberspace.
A prototype of the National Cybersecurity Platform comprised of an Operational Centre (OC) and
components that integrate participants of the NCP with the OC will be the main outcome of the
Project. The NCP prototype, proven in operational environment, will provide nationally coordinated
actions to prevent, detect and mitigate the impact of incidents that violate the security of ICT systems
vital to the functioning of the State, and will create opportunities for sharing cyber security awareness
within the European Union. System and technical solutions, developed within the NCP Project, will
enable collecting the current information on the cyberspace status, assessment of the negative impact
of identified threats on functioning of the State and undertaking coordinated actions at the national
level. The novel methods and tools are developed with a focus on: cyber events correlation, situation
awareness evaluation, static and dynamic risks assessment, multidimensional visualization with
multimodal user interface, vulnerability and threats detection in IoT, TCP/IP, and mobile wireless and
industrial networks. The advanced access control and dissemination mechanisms for secure
information sharing within the NCP will be provided. The part of the NPC will be an expert system
supporting the choice of methodologies and metrics to establish ICT security requirements and
reporting significant incidents that violate the information security of the infrastructures
encompassed by the NIS Directive and future low regulations in Poland. The Project final result will
rise the security level of the Polish cyberspace, increase the national competence in cybersecurity and,
ultimately contribute to the growth of the Polish economy.
BotSense
BotSense [223] is an effective e-fraud prevention system. Developed completely by NASK experts. It
works as part of the bank’s Internet infrastructure. The moment when the site of the bank’s
transaction system is generated, BotSense adds its own JavaScript code which detects, in real time,
any malicious change in the code on the browser’s side of the infected computer. Malicious changes
in the code are detected using databases of signatures developed by NASK analysts. The BotSense
system allows the banks to detect and monitor individual customers who have been infected by
malware. In order to protect the BotSense system from being detected by the malware, the code is
hidden using various techniques, selected and configured on the server’s side. The system also runs
an encoded communication channel between the user’s browser and the bank’s infrastructure. The
BotSense system has a dedicated administrative interface that is used to manage the system and to
monitor the detected incidents. Additionally, the implemented API allows for integration with the
SIEM solution.

BOTSENSE is used widely by banks in Poland. Already over 7 million bank accounts are monitored by
the system, able to detect in real time the attempts to take over accounts and unauthorized financial
transactions caused by malware that has infected computers of e-banking service users.
ARAKIS
ARAKIS GOV [224] and ARAKIS ENTERPRISE are early warning systems against cyber-threats.
Developed completely by NASK experts, their main functionality is to detect patterns of advanced
attacks in protected networks. They are based on a carefully designed system of probes. They collect
data within protected network and provide real-time information for further analysis. Advanced
software can then generate description of detected incidents. If they are classified as threats, the
systems set off an alarm. The systems are able to detect known patterns of attacks and identify new,
unknown types of threats. They are used by Polish administration [225] and companies [224].

A.3.3

Gaps and GUARD Solutions

Sophisticated, targeted and persistent cyber-attacks, collectively indicated as Advanced Persistent
Threats (APT) [226], are mostly complex and stealthy and generally involve multiple stages that span
over a long period of time. The stages of an APT process are quite easily mistaken to be independent
events that occur in unrelated slots of time. In this context, static attack detection techniques prove
to be ineffective and blacklisting and malware signature-based techniques fail. This clearly marks that
traditional approaches are inefficient in handling the sophistications of APTs and novel approaches for
detection and mitigation are required.
GUARD will propose the following innovations:
New automatic methods for detection of known attacks and threats: GUARD will extend the
surveyed methods for detecting “known” threats to enable detection of characteristics of packet
forging and poisoning attacks. GUARD will also verify the efficiency of Multiagent systems (MASs) for
anomaly detection in networks behaviour. MASs is currently used widely in situation awareness and
cloud and grid system monitoring tools [227][228]. GUARD will develop an intelligent integration of
MASs with deep learning [229] for the improvement of the detection of malicious datasets.
New methods for revealing unknown threats and attacks: GUARD will develop a two-tier model using
machine learning methods at the bottom, based on the idea of similar models [230]. The machine
learning methods will be selected from the provided comprehensive comparative analysis for known
attacks and combined with multilevel correlation analysis among attributes of correct and malicious
data. This method will base on the prototype model and algorithms developed in [231] for web
campaigns. The implemented correlation graph algorithms will allow to generate training sets for the
machine learning methods.
Big data analytics and improved correlation for enhanced attack detection: GUARD will propose a
novel approach that combines analysis of security logs, events, and network traffic from multiple
intertwined domains and will enhance the capability of detecting stealthy and sophisticated advanced
persistent threats (APT), multi-vector attacks and zero-day exploits. The challenge is clearly merging
knowledge without exposing sensitive information to external domains; in this respect, the notion of
local processing and distributed security analysis may provide an effective mechanism for multi-layer
detection mechanisms, also exploiting artificial intelligence for identification of complex and unknown
relationships between domains. The combination of heterogeneous monitoring data will open the
opportunity for novel detection capabilities. For example, analysis of application logs that indicate
multiple login failures may help to detect attack patterns in encrypted network traffic [231]. Hence,
the GUARD approach will enable analyzing large amounts of data [232], automatic generation of
actionable Cyber Threat Intelligence (CTI) through massive event correlation, and therefore improving
network security by optimizing detection of known and unknown attacks.
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